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P R I V A C Y

The  Utah  legis lature  just
passed  landmark  legis lat ion  in
support  of  a  privacy  law  that
protects  private  electronic  data
stored  with  third  part ies  ( l ike
Google  and  Facebook )  f rom
free -range  government  access .
 
Molly  Davis ,  in  an  opinion
piece  on  Wired .com ,  applauds
the  move :
 
“Prosecutors  and  law
enforcement  may  argue  they
need  the  power  of  data
col lect ion  to  protect  the  public
from  potential  criminals .  But
individual  l iberty  protections
are  far  more  important  than
perceived  safety  r isks .  I f  there
is  a  legit imate  safety  concern
requir ing  access  to  a  person ’s
data ,  law  enforcement  wil l  st i l l
be  able  to  obtain  a  warrant .
Without  that  warrant
requirement  in  place ,  private
data  i s  left  vulnerable  to  f ishing
expedit ions  that  are  r i fe  for
abuse . ”
 
According  to  Davis ,  the  bil l
requires  law  enforcement  to
get  a  warrant  before  accessing
“certain  electronic  information
or  data . ”  I f  Governor  Gary
Herbert  s igns  the  bipart isan
bi l l ,  Utah  wil l  be  the  f i rst  state
in  the  nation  to  lawful ly
protect  the  electronic
information  that  indiv iduals  

entrust  to  third  part ies .
 
The  federal  government  and
law  enforcement  f rom  the  49
other  states  can  get  your  data
through  third -party  channels ,
with  no  standard  of
accountabi l i ty  because  of  the
“third  party  doctr ine , ”  a  by -
product  f rom  when  the
Supreme  Court  held  that
indiv iduals  have  no  reasonable
expectat ion  of  privacy  when
they  share  their  data  with  a
third  party .
 
In  the  courts ,  Davis  writes ,
third -party  data  protections
have  made  some  progress .  Last
year ,  the  Supreme  Court  ruled
5 -4  in  Carpenter  v  United
States  to  uphold  third -party
data  privacy ,  saying  that  law
enforcement  could  no  longer
access  cel l  phone  locat ion  data
from  a  third -party  phone
provider  without  a  warrant .
Banking  data ,  texts ,  emails ,  and
other  phone  data  are  st i l l
accessible ,  however .  That ’s  why
Chief  Just ice  John  Roberts
encouraged  state  legis latures
to  pass  their  own  legal
protections .  Davis  writes  that
the  rest  of  the  country  i s
lagging  behind  Utah ’s  progress :
“Without  specif ic  laws  to
address  new  technology ,  courts
are  left  to  make  loose
const itut ional  interpretat ions . ”


