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“WHAT ARE THE

GDPR REGULATIONS

FOR PERSONAL DATA

IN ELECTRONIC

RECORDS SUCH AS

SOCIAL MEDIA,

VIDEO, AND INSTANT

MESSAGES?”

Since  May  28 ,  2018 ,  the  General  Data
Protection  Regulat ion  (EU )  (2016 /679 )
(GDPR )  has  been  in  force .  The  GDPR  i s
not  new ;  i t  i s  an  updated  replacement
for  the  now  repealed  Data  Protection
Direct ive  (1995 /46 /EC ) .
 
Article  3  of  the  GDPR  states  that  i t
appl ies  to  the  processing  of  personal
data  by  a  control ler  or  a  processor ,
whether  ins ide  or  outside  the  European
Union  (EU ) .  A  control ler  i s  an
organizat ion  or  indiv idual  who
processes  personal  data .  For  example ,  a
control ler  could  be  a  retai ler  with  an
onl ine  store  that  stores  i ts  customers ’
information .  A  processor  i s  an
organizat ion  or  indiv idual  who
processes  personal  data  on  behalf  of
the  control ler .  A  processor  could  also
be  a  cloud  service  provider  stor ing
personal  data  for  cl ients .  Organizat ions
located  outside  of  the  EU  doing
business  in  EU  states  could  be  subject
to  the  GDPR  i f  those  organizat ions
process  personal  data  f rom  an  EU  state .
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The  GDPR  increases  f ines  for
noncompliance  to  a  maximum  20
mil l ion  EUR  or  4% of  the  total
annual  worldwide  turnover ,
whichever  i s  higher .
 
Also ,  the  GDPR  i s  subject  to
whatever  data  protection
legis lat ion  i s  passed  by  specif ic  EU
states .
 
Some  f ind  the  GDPR  to  be  long
and  complex  and  i t  i s .  But ,  at  i ts
heart ,  the  GDPR  operates  on  a
basic  principle :  an  organizat ion
can  only  work  with  the  personal
data  of  an  indiv idual  i f  i t  i s
permitted  by  law  or  with  the
consent  of  that  indiv idual .
 
Article  5  of  the  GDPR  requires  that
personal  data  be  processed
lawful ly ,  fa i r ly ,  and  in  a
transparent  manner .  Further ,
Article  5  requires  that  personal
data  shal l  only  be  col lected  for
specif ied ,  expl ic it ,  and  legit imate
purposes  and  not  further
processed  in  a  way  that  i s
incompatible  with  those  purposes .
 
Electronic  records  are  not  defined
in  the  GDPR .  However ,  electronic
records ,  such  as  social  media ,
video ,  and  instant  messages ,  come
under  the  GDPR  umbrel la  s ince
they  could  be  “personal  data . ”
Personal  data  i s  given  a  wide

definit ion  in  Article  4 .  I t  means
“any  information  relat ing  to  an
identi f ied  or  identi f iable  natural
person . ”  The  focus  in  the  GDPR  i s
neither  on  the  format  of  the
record  nor  on  the  specif ic
technology  producing  the  record .
Instead  the  focus  i s  whether  the
record  identi f ies  a  natural  person .
Examples  of  information  in  an
electronic  record  that  identi fy  a
natural  person  include  a  person ’s
name ,  cel l  phone  number ,  ID
number ,  email  address ,  and
location  data  or  onl ine  identi f ier ,
l ike  an  IP  address  or  cookie .
 
What  i s  new  in  the  GDPR  i s  that
Art icle  5  appl ies  the  principle  of
accountabi l i ty ,  in  that  the
control ler  of  personal  data  must
ensure  compliance  with  the  GDPR
and  prove  that  compliance .
 
Whether  they  are  control lers  or
processors  of  personal  data ,
organizat ions  can  prove  their
compliance  with  the  GDPR  by
maintaining  records  of  their
processing  activ it ies .
Organizat ions  can  designate  a
data  protection  off icer  to  ensure
GDPR  compliance .  Organizat ions
can  conduct  data  protection
impact  assessments  to  identi fy
and  implement  measures  to
mit igate  r isks  to  personal  data
protection .
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