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I N FO‘ U s A Message from the Editor

Principles for Protecting Your
Organization’s Information Assets

ccording to the Identity Theft
AResource Center, nearly 58

million records were re-
ported compromised in the Unit-
ed States last year — 40 million of
them from Target customers during
the Christmas shopping season.

At $188 per record, accord-
ing to Ponemon Institute’s “2013
Cost of Data Breach Study: Global
Analysis,” the direct cost of a data
breach can have a huge impact on
the bottom line. Other costs due to
customers’ loss of confidence could
supply a knockout punch. Target
reported that its 2013 fiscal fourth
quarter profits were down $440 mil-
lion due to its breach.

As a professional with respon-
sibilities around safeguarding your
organization’s information assets,
you'll find plenty of help in this
issue of Information Management
(IM) and the Hot Topic that is
tipped inside.

In our cover article, Virginia
Jones, CRM, FAI, provides an over-
view of U.S. federal privacy laws
and their information governance
implications. A comprehensive
discussion of these laws is avail-
able in her ARMA International
Educational Foundation report
“Requirements for Personal In-
formation Protection, Part 1: U.S.
Federal Law,” available at wwuw.
arma.org/bookstore.

Any organization that has in-
ternational customers must also
be concerned about other coun-
tries’ legislation. Experian’s “2014
Data Breach Industry Forecast”
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predicts that the rise of the cloud,
which allows data to move seam-
lessly across borders, and the EU
regulations that “will be enforced
based on where the customer lives,
rather than where the data is lo-
cated,” will lead to an increasing
number of complex information-
related violations. Google recently
found out how expensive this can
be, as France levied the maximum
fine possible under French law —
€150,000 ($205,000 U.S.) — against
it for violating its privacy law.

Cherri-Ann Beckles covers this
terrain in her feature article, “Man-
aging Privacy in Recordkeeping
Systems: An International Perspec-
tive.” Among other advice Beckles
gives, she writes, “Classification
schemes that group record series
containing personal data in logi-
cal, functional categories, could be
used as the foundation on which
sound data protection strategies
are built.”

For those developing or revis-
ing classification schemes, the case
study written by Kathryn Scanlan,
J.D., CRM, “Procedures for Devel-
oping an Electronic File Plan,” will
be a valuable resource. In addition
to discussing the use of folders to
control access, as Beckles suggests,
the case study covers how to initi-
ate the project, whom to involve,
and how to design and implement
the structure. It also provides a
variety of sample file structures.

Auditing the RIM program is
a critical aspect of ensuring that
information is properly protected.

INFORMATION
MANAGEMENT

" Protecting Information Privacy
Per LS, eieal Law

Our RIM Fundamental series
article, which was excerpted from
ARMA International’s just-pub-
lished Auditing for Records and
Information Management Program
Compliance (ARMA International
TR 25-2014), identifies “The Ele-
ments to Be Assessed in a RIM
Audit.”

Of course, basing a RIM pro-
gram on the Generally Accepted
Recordkeeping Principles® (Prin-
ciples) is the most comprehensive
way to ensure information protec-
tion. Julie Gable, CRM, CDIA, FAI,
developed two case studies that
show the Principles in practice for
new RIM programs.

We aim to provide practical help
in every issue of IM. Please e-mail
editor@armaintl.org to tell us what
topics would be of the most value
to you!

Vicki Wiler
Editor in Chief
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INFO SECURITY

Data Security Bills Await Action in U.S. Senate — Again

he recent Target and Nei-
Tman Marcus breaches have
drawn a good deal of atten-
tion and provided extra fuel for
the introduction of two bills in
the U.S. Senate in early January.

Sen. Patrick Leahy (D-Vt.) cited
the breaches when reintroducing S.

1897 — Personal Data Privacy and
Security Act of 2014. The leg-
islation would update the
Computer Fraud and
»  Abuse Act (CFAA)
‘B to allow the U.S.

Justice Depart-

ment to prosecute

“significant” at-

tempts of computer

hacking and conspiracy
to commit computer hacking.

Key provisions in the bill include:

* Tough criminal penalties for indi-
viduals who intentionally or will-
fully conceal a security breach
involving personal data when the
breach causes economic damage to
consumers

* A requirement for companies that
maintain personal data to establish
and implement internal policies to
protect data privacy and security

The U.S. attorney general would
also be required to report annually
to Congress the number of criminal
cases filed under the CFAA that
were based solely on the defendant
either accessing a nongovernmental
computer without authorization or
exceeding authorized access.

Leahy first introduced the bill in
2005 and has reintroduced it in the
last four congressional sessions.

Less than two weeks later, Sen-
ators Roy Blunt (R-Mo.) and Tom
Carper (D-Del.) introduced S. 1927
— Data Security Act (DSA) of 2014.
This bill would replace a patchwork
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of state laws with a single set of re-
quirements for public and private
institutions to follow to prevent and
respond to data breaches such as the
one experienced by Target. The cur-
rent bill builds on existing law such as
the Gramm-Leach-Bliley Act of 1999.

If the financial establishment, re-
tailer, federal agency, or other entity
determines that sensitive information
was compromised or may have been
compromised, the DSA requires the
organization to investigate the scope
of the breach, the type of information
compromised or potentially compro-
mised, and whether the information
could be used to cause an individual

CLOUD

harm or to perpetrate bank fraud.
If indeed the information was com-
promised and will cause harm, the
organization must notify the appro-
priate federal government regulatory
agency, law enforcement agency, and
national consumer reporting agen-
cies (if more than 5,000 individuals
are affected), as well as the actual
individuals whose information was
breached.

Both bills are now in committee:
Leahy’s is in the Senate Judicial Com-
mittee (which Leahy chairs) and the
Blunt-Carper bill is in the Commit-
tee on Banking, Housing and Urban
Affairs.

Deadline Draws Near for Cloud

Vendor Accreditation

loud service providers have until June to be ac-
c credited by the Federal Risk and Authorization
Management Program (FedRAMP) if they want
to continue to service U.S. federal agencies. FedRAMP is a
government-wide, standardized approach to cloud security

:DQ)LI 'T
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assessments and the continuous monitoring of the assess-
ments and authorization. Federal agencies are allowed to use

only cloud products and services that have been accredited by FedRAMP.

Maria Roat, the program’s director within the General Services Ad-
ministration, advised providers and federal agencies in December to work
directly with the FedRAMP office and to get the review process underway
soon because the process is a lengthy one. Providers working directly with
FedRAMP should expect the process to take four to five months to complete,
while those going it alone can expect it to take six months, according to an
article on TalkinCloud.com.

The new accreditation program is a “do once, use many times” frame-
work that will eliminate previous redundancies. Each agency currently
manages its own security risks and provides ongoing security assessments
and authorizations for each IT system it uses, even if that system is being
used by other agencies.

FedRAMP is mandatory for all low- to medium-risk federal agency cloud
deployments and service models; private deployments intended for single
organizations and implemented fully within federal facilities are excluded.
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Cloud Can Complicate Discovery

dividuals and corporations can store information that may
be discoverable. Dropbox and Google Drive, both of which
provide cloud storage, are reportedly two of the most popu-
lar free applications downloaded on Apple and Android devices.

A subpoena sent directly to one of these application providers will
likely meet a motion to quash based on Title II of the Electronic Com-
munications Privacy Act (also known as the Stored Communications
Act or SCA). In “Discovery Difficulties Presented by Cloud Comput-
ing” in The National Law Review, J. Michael Nolan III, of Jackson
Lewis PC, cited Crispin v. Christian Augigier Inc., in which “the court
found ... that the SCA was passed by Congress to prohibit electronic
communication service providers, such as Facebook and Myspace,
from revealing the contents of communications electronically stored
to anyone other than the addressee or other intended recipient.” The
better option may be to subpoena the plaintiff or defendant app user
to obtain electronically stored information in the cloud

Nolan also wrote that in the ongoing case of Integral Development
Corp. v. Tolat, the court ordered the defendant to return any propri-
etary information he possessed on any storage medium, including
Dropbox. Dropbox opposed the subpoena based on the SCA, so the
court ordered that the Dropbox data be produced directly to the de-
fendant’s attorney, who in turn was ordered to turn it over directly
to the plaintiff’s forensic expert to determine whether any relevant
information had been uploaded, transferred, or deleted from the
Dropbox account.

Because viewing the file on an end-user’s computer would have
changed the metadata, there were two options for providing this
information: 1) Dropbox could generate a complete forensic report
that included information about who accessed the cloud account or 2)
the information could be reconstructed by accessing each computer
that had synchronized with the account — a very labor-intensive (and
therefore costly) alternative. The court chose the latter.

As the cloud grows, so does the number of places where in-

INFO SECURITY
Senior Managers
Behaving Badly

ftentimes the biggest risk
Oto your data’s security
comes from inside the com-
pany ... from senior management.

“On the Pulse: Information
Security Risk in American Busi-
ness,” a recent survey by digital
risk managers at Stroz Friedberg,
revealed that more than half of
the respondents don’t think U.S.
companies are adequately securing
their information (61%). Nearly
three-quarters (73%) said a hacker
could break into their employers’
computer networks and steal their
personal information.

Many respondents admitted
to engaging in high-risk behav-
iors, such as uploading work files
to their personal e-mail and cloud
accounts (87%) and accidentally
sending sensitive information to
the wrong person (58%). Senior
managers — who typically have
high levels of access to valuable
company information — were
among the worst offenders. Indeed,
87% of senior managers said they
upload work files to their personal
accounts. More than half (51%) con-
fessed that they have also taken
files with them when leaving a pre-
vious job. These behaviors mean
proprietary information could eas-
ily fall into the wrong hands.

The main reason senior manag-
ers upload work files to personal ac-
counts, according to the survey,
is because they prefer work-
ing on their personal com-
puters. As the use of mobile
devices increases, it’s clear
that employees at all levels ¥ -
in the organization need A
to be better trained
about the potential
security risks and
current company
policies.

L 2014 INFORMATIONMANAGEMENT 7
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Data Backup
and Migration
Continue to Vex
Enterprises

new data management sur-
Avey of 3,500 IT professionals
revealed that even though
the volume of data companies are
managing is growing up to 40%
annually, IT professionals lack
confidence in their companies’
data backup and migration pro-
cesses. Almost 40% of the respon-
dents said they've experienced
data loss, and 83% either have no
disaster recovery plan or are not
entirely confident about their plan.
“We found that ... companies
are not protecting or backing up
their data as often, for fears of se-
curity, manpower costs, or down-
time,” said Marty Gilbert, vice
president of marketing for Vision
Solutions, which conducted the
survey. “Data recovery strategies
are not evolving or being tested
at nearly the rate they should be;
with so many data breaches and
disasters in the news, it’s puzzling
why corporations aren’t moving at
light speed to protect this data —
the backbone of their business.”
The survey also found that:
* Use of tape is the most predomi-
nant method of data backup

INFORMATIONMANAGEMENT

(81% of companies) and is at
a four-year high; meanwhile,
software-based backup strate-
gies are only inching up, barely
above 50%.

* More than 60% of companies de-
layed a data migration, largely
because of downtime (47%) and
lack of resources (36%).

+ Four out of five companies have
never taken a complete business
approach to migration or calcu-
lated the true cost of migration
downtime.

* Only 39% of organizations test
disaster recovery plans annually;
8% had no disaster recovery plan
at all.

INTERNET

FCC Loses Battle
for Net Neutrality

he U.S. Federal Communi-
Tcations Commission (FCC)

may have lost the battle over
“net neutrality”

because of a re-
cent court ruling,

but it hasn’t neces- ) y

sarily lost the war.

For some time,
the FCC has been
trying to ensure
free and equal ac-
cess to the Inter-
net to all content
providers, the
same as it does for common carri-
ers such as telephone companies.
AU.S. appeals court, however, has
ruled the FCC has been overstep-
ping its authority because Internet
providers are classified as broad-
band carriers, which are regulated
differently.

The reaction to the court’s deci-
sion has been varied: some have
shrugged it off while others worry
it could be the end of the Internet
as we know it. Still others point
out that even though the FCC lost

this particular battle, it won an
even bigger one because the court
reinforced the commission’s conten-
tion that Congress has given it the
authority to regulate the Internet.
“While the court deemed that
the FCC’s Open Internet rules
were based on faulty logic, it gave
the agency a blueprint to revise its
argument so that the rules would
stick,” summarized Maggie Rear-
don in a recent CNet article.
Judge Laurence Silberman of
the U.S. Court of Appeals for the
District of Columbia Circuit dis-
sented in part to the court’s ruling.
While he agreed the FCC could
not regulate broadband services
under common carrier rules, he
disagreed with the other justices’
interpretation of the FCC’s au-
thority for regulation. He added
that the court’s decision grants the
“FCC virtually unlimited power to
regulate the Internet,” which was
not the intent of Congress when it
passed the Communications Act.
FCC Chairman Tom Wheeler

a7

AN /\
responded that the FCC’s authority
to regulate broadband networks
had always been the intent of Con-
gress, and he would make sure the
agency does not use its powers gra-
tuitously.

“No one got what they wanted
out of this decision,” said Harold
Feld, senior vice president with
Public Knowledge, a nonprofit
whose mission is to preserve the
openness of the Internet. “Confu-
sion over the proper role of the FCC
is greater than ever.”
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Some U.S.
Courts Seeking
Discovery Details

everal recent federal cases
Sindicate that U.S. courts
are becoming increasingly
engaged in assessing the details
of e-discovery, such as whether
the correct search terms or custo-
dians have been identified, accord-
ing to Daniel J. Weiss, a partner
at Jenner & Block, in a recent
Lexology article. He cited the fol-
lowing three cases as evidence:
American Home Assurance Co.
v. Greater Omaha Packing Co.:
The court ordered a party that had
produced very few e-mails to “dis-
close the sources it has searched
or intends to search and, for each
source, the search terms used.”

Swanson v. ALZA Corp.: The
court ordered a party to apply
several search terms (including
Boolean operators) to a database
of collected electronic informa-
tion and produce the results to
the requesting party. The court
also reviewed the requested search
terms in detail and determined
that about half of the terms should
be applied even though more than
600,000 pages of electronic docu-
ments had already been produced.

Banas v. Volcano Corp.: The
court reviewed a party’s e-discov-
ery effort and faulted the party for
not searching the e-mail of several
custodians.

10 MARCH/APRIL 2014 INFORMATIONMANAGEMENT

INTERNET

Global Commission Tackles Internet

Governance

reports of mass online surveil-
lance by the United States and
some of its allies was a hot topic
of discussion in January at the

World Economic Forum in Swit-

zerland. In response, The Centre

for International Governance In-
novation and the Royal Institute
of International Affairs (Cha-
tham House), two independent
global think-tanks, announced
the launch of the Global Com-
mission on Internet Governance.

The 25-member group, chaired
by Sweden’s foreign minister, Carl

Bildt, is undertaking a two-year

investigation into the various ways

governments use Internet data. Its
goal is to produce “a comprehen-
sive stand on the future of multi-
stakeholder Internet governance.”

“In most countries, increased
attention is being given to all the
issues of net freedom, net security,
and net governance,” said Bildt.

“The rapid evolution of the net has

been made possible by the open

and flexible model by which it has
evolved and been governed. But
increasingly this is happening as
issues of net freedom, net security,
and net surveillance are increas-
ingly debated. Net freedom is as
fundamental as freedom of infor-
mation and freedom of speech in
our societies.”

The commission will investigate

a wide range of topics within four

key themes:

1. Enhancing governance legiti-
macy — including regulatory
approaches and standards

2. Preserving innovation —includ-
ing critical Internet resources,
infrastructure, and competition
policy

3. Ensuring rights online —includ-
ing establishing the principle

I nternational concern over the

of technological neutrality for
human rights, privacy, cyber-
crime, and free expression
. Avoiding systemic risk —includ-
ing establishing norms regard-
ing state conduct, cybercrime
cooperation, and proliferation
and disarmament issues
“Internet governance is too
important to be left just to gov-
ernments,” said Patricia Lewis,
research director of Chatham
House’s International Security
Department. “The Internet is a
fundamental part of the global
economy and how we manage its
future will be decisive in facilitat-
ing development for all.”

The commission comprises
technology experts from vari-
ous sectors, as well as academics
and policy and government spe-
cialists. Its members include Sir
David Omand, the first security
and intelligence coordinator for
the United Kingdom and a former
director of the UK’s Government
Communications Headquarters (a
British intelligence agency), and
Michael Chertoff, a former sec-
retary of the U.S. Department of
Homeland Security.
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Copyright
Violations Shut
Down Cloud

Storage Site

ne of the most used file-
0 sharing sites on the Internet,
Hotfile, went dark in early
December as a result of copyright
infringement charges filed against
it by the Motion Picture Associa-
tion of America (MPAA). Hotfile
was facing a possible $500 mil-
lion fine had the case proceeded
to court; instead the two parties
settled for $80 million. The deal,
approved by the U.S. District Court
for the Southern District of Flori-
da, required Hotfile to start using
“digital fingerprinting” technology
to filter copyright-infringing con-
tent or shut down its operations.
Implementing filtering tech-
niques is a drastic step, but not
an unusual one in the file-hosting
business, reported TorrentFreak,
an online publication focused on
copyright and other issues related
to digital file sharing. Torrent-
Freak noted that cyberlocker Me-
diaFire uses digital fingerprinting
technology and remains the most-
used storage site on the Internet.
Hotfile, however, chose to shut
down its operations rather than
implement the filtering technology.
It did so within hours of the settle-
ment announcement and without
first notifying its millions of indi-
vidual and business users. Those
users who hadn’t backed up their
virtual site to an alternate site
were left adrift.
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No Major E-Discovery Issues in 2013

ooking back, it was all quiet on
Lthe e-discovery front last year.

“No earth-shattering opin-
1ons, no imprisoned spoliators, and
barely a whimper from reported
decisions related to parties’ chosen
form of production,” observed Cecil
Lynn, director of e-discovery and
technology at eBay, and Lauren
Schwartzreich, e-discovery coun-
sel at Littler Mendelson, in a re-
cent Law Technology News article.

“Perhaps the bench and bar
are getting more sophisticated
and technology savvy,” they hy-
pothesized. “Or perhaps the courts
implicitly recognized the current
state of flux, what with the pro-
posed amendments to the Federal
Rules of Civil Procedure (FRCP)
that specifically address [electronic
data discovery]. Or possibly, the
industry is evolving from what was
once considered cutting-edge and
novel to what is emerging as best
practices.”

As in previous years, judges
reinforced their expectation of co-
operation with the electronic data
discovery (EDD) competency. The
Eastern District of Michigan went
so far as to develop a “Meet and
Confer Checklist and Model Order
Related to the Discovery of Elec-
tronically Stored Information.”

The courts also continued to fo-
cus on the parties’ efforts to stream-

line discovery and consider the cost
and burdens associated with their
discovery requests, as well as on
cost shifting, not only between par-
ties but also for expenses incurred
by non-parties. Even when the non-
party and a party share an interest
in the subject matter of litigation
— a factor that weighs against cost
shifting — one court held that the
sheer volume of discovery tipped
the balance in favor of shifting
EDD-related expenses.

In 2012 many in the industry
predicted there would be more
movement in the use of predictive
coding in 2013, but there was rela-
tively little discussion of the use of
technology-assisted document re-
view. The authors noted that case
law underscored that traditional
keywords and document review
may appropriately be used in con-
junction with technology-assisted
review.

“While 2013 did not produce
any ‘bombshell’ e-discovery opin-
ions,” they concluded, “it did un-
derscore that EDD standards are
far from settled, including because
of variances among circuits (and
oftentimes individual judges).
Whether the proposed amend-
ments to the FRCP that address
EDD will bring more uniformity
to the field remains an open issue
for 2014.”
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CYBERSECURITY
Financial
Exchanges Unite
Against Hackers

he World Federation of Ex-
Tchanges (WFE) has decided

it’s time for the global finan-
cial exchanges to work together
to thwart cyber attacks. The fed-
eration recently announced the
formation of the Cyber Security
Working Group, the exchange
industry’s first cybersecurity
committee. Its mission is to help
protect global capital markets by
collaborating on best practices for
protecting their infrastructures.

“Todug

More than half the world’s
exchanges were victims of cyber
crime in 2013, according to a paper
published last summer by the WFE
and the International Organiza-
tion of Securities Commissions.
Fortunately cyber attacks on stock
markets have thus far focused on
non-trading-related online services
and websites and haven’t come
close to knocking out critical sys-
tems or trading platforms. Fur-
thermore, most of the exchanges
are confident in their protocols and
preparedness.

That being said, 83% of the
exchanges agree that cyber crime
in securities markets should be
considered a systemic risk because

of its potential effect on confidence
and reputation, market integrity
and efficiency, and financial stabil-
ity. The exchanges are united in
their belief that a broader, system-
wide response is needed.

Mark Graff, NASDAQ’s chief
information security officer, will
chair the committee, which will
include representation from more
than a dozen exchanges and clear-
inghouses around the world.

CLOUD

China Is New Cloud Frontier

any in the cloud industry are banking on China. In Decem-
ber, Amazon made headlines by announcing that it will

extend its cloud-computing services — Amazon Web Services

(AWS) —to China in 2014. Xinhuanet.com reports that AWS signed a
memorandum of understanding with Beijing and Ningxia for jointly
constructing and developing cloud services for Chinese clients. The
business office will be located in Beijing and the data center in
Ningxia. The AWS China deal is part of Ningxia’s plan to build a
cloud base that eventually will be able to house 1 million servers.

Amazon’s entry into the China market sparked an impressive
flurry of activity. Only hours before Amazon publicized its plans, Al-
lyun — the cloud-computing arm of China’s e-commerce giant Alibaba
Group Holding — announced it was cutting its cloud service prices
by as much as 35%. Shortly after Amazon’s declaration, IBM said it
would be teaming up with a local partner to provide cloud services
to Chinese enterprises. The country’s two largest mobile operators —
China Mobile and China Unicom — announced earlier in December
that they had begun construction of cloud computing facilities in
Guizhou Province.

Although many Chinese companies currently offer cloud services,
only Allyun comes close to AWS
in size and is expected to
feel the pressure of its
entry in the Chinese
market. Qian Lili,
an analyst with
Analysys Inter-
national, told
Xinhuanet that
AWS China’s ar-
rival may not com-
pletely change the
market landscape,
but it will likely
push out some of
the small players.
Other analysts contend
the National Security
Agency spying scandal
could adversely affect
AWS China’s influence.
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CYBERSECURITY

Kroll: Organizations Get Serious About Security in 2014
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roll’s recently released 2014
KCyber Security Forecast
highlights seven trends that
indicate changing tides in cyber
standards and the need for orga-
nizations to take stronger actions
to protect themselves from finan-
cial, legal, and reputational risks.
1. Security frameworks such
as the National Institute
of Standards and Technol-
ogy (NIST) Cyber Security
Framework will become de
facto standards. “This trend
will move the United States in
the direction of the EU, where
there is a greater recognition of
privacy as a right,” said Alan
Brill, senior managing director
at Kroll. Whether compulsory or
unstated, these standards will
drive decision-making in orga-
nizations that want to protect
themselves from shareholder
lawsuits, actions by regulators,
and other legal implications.
2. The data supply chain will

continue to challenge even
the most sophisticated or-
ganizations. Contracting with
third parties to store or process
data will continue to be com-
monplace, making it impera-
tive that companies closely vet
their subcontractors as to their
technical and legal roles and
responsibilities in the event of a
breach. This requires technical,
procedural, and legal reviews.

. The malicious insider will

remain a serious threat but
will become more visible.
Kroll predicts that in 2014 a
significant number — if not al-
most half — of data breaches will
come at the hands of people on
the inside. However, as the fed-
eral government and individual
states add muscle to privacy
breach notification laws and en-
forcement regimes, the hidden
nature of insider attacks will
become more widely known.

. Corporate board audit com-

mittees will take a greater
interest in cybersecurity
risks and how the organiza-
tion plans to address them.
Data breaches pose significant
threats to the organization’s
reputation, compliance efforts,
and financial well-being, put-
ting it squarely in the lap of
corporate audit committees. “As
corporate boards carry out their
fiduciary responsibilities, they

must also protect the company
from possible shareholder law-
suits that allege the company’s
cyber security wasn't at a level
that could be reasonably viewed
to be ‘commercially reasonable’
and that incident response
plans weren’t in place to miti-
gate the risk,” said Brill.

. Sophisticated tools will en-

able smart companies to
quickly uncover data breach
details and react faster.

. New standards related to

breach remediation are
gaining traction and will
have a greater impact on
corporate data breach re-
sponse. Credit monitoring will
no longer be the gold standard
in breach remediation in 2014,
as lawmakers, consumer advo-
cates, and the public at large
continue to question the rel-
evancy and thoroughness of
this as a stand-alone solution.
The Federal Trade Commission
and states like California and
Illinois are already suggesting
a risk-based approach to con-
sumer remediation — one that
matches remedy to individual
risk based on the unique cir-
cumstances of a breach.

7. As more organizations adopt

the cloud and BYOD, they
will be held accountable for
implementing policies and
managing technologies.

E-DISCOVERY
Copyright Infringement on the Internet
400% 235M 50M 10M
the increase in copyright Number of takedown Number of takedown Number of takedown

infringement cases from
2012 to 2013.

requests Google
received from copyright
holders in 2013.

A significant number of the requests came from the music industry’s anti-piracy groups BPI and RIAA
(41.7 million and 30.8 million, respectively).

requests Google
received in 2012.

requests Google
received in 2011.
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CYBERSECURITY

Prediction for 2014: Expect More
Cybersecurity Challenges

the new year with its predictions for the top cybersecuri-

COalﬁre, an independent IT security business, welcomed

ty trends expected in 2014. Organizations should be pre-

pared to identify or respond to the following emerging risks:

1.

There will be a significant security breach at a cloud ser-
vice provider that causes a major outage. Businesses must
evaluate the risk within their third-party cloud service provider
systems to protect sensitive information, including trade secrets
and intellectual property.

. The migration from compliance to IT risk management will

accelerate. Risk and compliance management firms need to be
more in tune with their clients’ business needs — more proactive
than reactive.

. Emerging threats will shift security programs from static

boundary protection to more proactive monitoring and
response programs. Expect more virulent types of attacks that
will be significant enough to require more proactive monitoring
and response.

. There will be a significant increase in malware for Android

phones, and malware will begin to affect iPhones, too.
Smartphones are woefully unprotected from malware as users
harbor a false sense of security.

. The number of data breaches in health care caused by busi-

ness associates (BAs) will increase dramatically because of
the Omnibus Rule. The Omnibus Rule required that all BAs be
HIPAA compliant by September 23, 2013. Unfortunately, many
organizations don’t know they are BAs and are ignoring the re-
quirements, increasing their vulnerability.

E-DISCOVERY

Court: ‘Saved
Everything’
Defense Not
Good Enough

f you think you don’t need to
Iissue a formal legal hold be-

cause your policy is to save ev-
erything, think again.

A California magistrate judge
recently reminded a party of that.
It seems the party neglected to is-
sue a legal hold when it became
apparent that litigation was likely.
As it turns out, e-mails from key
players were destroyed in the
absence of a legal hold. The de-
fendant later argued that it had
a company-wide “no documents
are to be deleted” policy that was
equivalent to a legal hold. The
judge disagreed.

“Although defendants argue
that there was no need for a liti-
gation hold because of their docu-
ment retention policy, it is obvious
that defendants’ document reten-
tion policy did not prevent docu-
ments from being destroyed,” the
court said. “Further, defendants
did not have a back-up system to
prevent the destruction of docu-
ments....”

The court approved the adverse
inference instructions and ordered
monetary sanctions in the form of
attorney fees and costs.
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BYOD

Forrester: Act Now to Stamp Out BYOD Risks

them.” That adage fairly sum-
marizes the results of a recent
Forrester study of the legal impli-
cations related to a bring your own
device (BYOD) policy, “Navigating
the Legal and Compliance Appli-
cations of BYOD.” According to a
January 13 Forrester blog by David
Johnson, a co-author of the study,
technology attorneys participating
in the study agreed that “once you
learn that BYOD is happening in
your organization, you have a legal
obligation to do something about
it, whether you have established
industry guidance to draw on or
not.” In other words, you must
take action to minimize the risk.
If only it were as easy as it
sounds. As pointed out by Johnson:
* The more restrictions you put in
place, the more incentive people
will have to work around them
and the more sophisticated and
clandestine their efforts will be.

* There is no data leak prevention
tool for the human brain, so argu-
ably the most valuable and sensi-
tive information walks around on
two legs and leaves the building
every night. Accepting this is
important for keeping a healthy
perspective about information
risk on employee-owned devices.
Despite the challenges, or-
ganizations need to address the
issue. Intellectual property mis-
use and accidental data loss are
the top BYOD risks cited by For-
rester. Patent, trademark, and
copyright infringement may be
very common, wrote Johnson, but
they also are next to impossible
to police with technical controls.
For example, Johnson wrote, if
attorneys can prove that employees
are using software that is not prop-
erly licensed for the organization’s
business purposes, it can be consid-
ered “willful and illegal misuse of

If you can’t beat them, join
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someone else’s property,” and the
organization can be held liable for
past licensing fees and damages.
According to Charles F. Luce,
Jr., partner at Moye White in Den-
ver, it doesn’t matter whether the
employee or the organization owns
the device on which the software
is installed. Charles Gray, practice
manager for Accuvant’s risk and
compliance business, added that
any device used in a regulated busi-
ness needs to adhere to the same
regulations and industry standards
as company-owned equipment.
Unfortunately, there is little
specific guidance for BYOD policies
and technical controls. Johnson
noted that auditors tend to
look to the U.S. National *
Institute of Standards and
Technology’s (NIST) technical
control specifications for guid-
ance, but “it’s often subjective be-
cause devices and platforms evolve
so quickly that it renders the guid-
ance obsolete almost immediately.”
Effective BYOD governance
starts with a clear policy and
education. Johnson stated that
a signed BYOD agreement with
each employee, along with ade-
quate education on the risks and
employees’ responsibilities, are
the absolute minimum controls
that should be in place. He also
recommends electronically enforc-
ing policies for employees inca-
pable or unwilling to do their part.
“A viable BYOD strategy
addresses culture, responsibilities,
education, policy, and technical
controls. It recognizes the value
that BYOD brings to employee
engagement and performance
and features a clear agreement
between the organization and
each BYOD employee that out-
lines what each is responsible for.
Technology’s role is to help foster
safe behaviors, control information

access, and verify ongoing
compliance — all without getting
in the way of creativity, produc-
tivity, collaboration, or other
daily activities,” Johnson wrote.

Forrester suggests creating
a technology approach that pro-
motes engagement while enforc-
ing the policy. This means keep-
ing employee-owned devices off
of the corporate trust network
while allowing access to informa-
tion through secure proxies and
interfaces. In regulated environ-
ments, it also means sensitive
data is never stored on employee-
owned devices, but in less strin-
gent environments it can mean
simply controlling access to sys-
tems of record such as customer
databases to prevent anyone from
walking away with a data dump.
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CYBERSECURITY

NIST Presents
Cybersecurity Standard

n February the U.S. Commerce Department’s National Institute of
I Standards and Technology (NIST) released the first version of the

“Framework for Improving Critical Infrastructure Cybersecurity.” It
was presented exactly one year after President Obama issued an execu-
tive order directing the agency to collaborate with industry to create a
voluntary framework for managing cybersecurity-related risk.

According to NIST, the framework uses a common language to man-
age cybersecurity risk in a cost-effective way based on business needs
without placing regulations on businesses. It focuses on using business
drivers to guide cybersecurity activities and on considering cybersecurity
risks as part of the risk-management process.

Per the executive order, the framework also provides guidance on
how organizations can incorporate the protection of individual privacy
and civil liberties into the program.

NIST has stressed that the framework is not a one-size-fits-all ap-
proach to managing cybersecurity risk. “Organizations will continue to
have unique risks — different threats, different vulnerabilities, different
risk tolerances — and how they implement the practices in the framework
will vary.”

The framework is generally regarded as a good first step, but some
don’t think it goes far enough. Ann M. Beauchesne, vice president of
national security and emergency preparedness for the U.S. Chamber
of Commerce, stated: “[T]he Chamber believes that the framework will
be fundamentally incomplete without the enactment of information-
sharing legislation. Businesses need policies that foster public-private
partnerships — unencumbered by legal and regulatory penalties — so
that individuals can experiment freely and quickly to counter evolving
threats to U.S. companies.”

Greg Nojeim, director of the Center for Democracy and Technology’s
Project on Freedom, Security and Technology said: “The framework will
be useful to companies and their privacy officers, because it will remind
them that processes should be put in place to deal with the privacy is-
sues that arise in the cybersecurity context. However, we are concerned
that the privacy provisions in the framework were watered down from
the original draft. We would have preferred a framework that requires
more measurable privacy protections as opposed to the privacy processes
that were recommended.”

NIST noted that the framework “is a living document and will con-
tinue to be updated and improved as industry provides feedback on
implementation.” END

Your Connection
to RIM Products
and Services

BUYER'S
GUIDE
DNLINE!

Whether you're looking
for a software solution,
records center, or
archiving supplies, the
Records and Information
Management Buyer's
Guide is the place

to start!

ARMA International’s
online listing of solution
providers puts the power
of purchasing at the
click of your mouse.

gl 0113-14 Rpmrds & Information Management

) Featurmg’ﬂnfthe Leading
\.,-_",,\ Information %uvernance
ompanies!

TIME TO BUY!
Looking for a Service Provider or Product?

Loak na further. .. We have them listed, from Ao 21

www.arma.org/
buyersguide

MARCH/APRIL 2014 INFORMATIONMANAGEMENT 17




Protecting Information Privacy
Per U.5. Federal Law

Virginia A. Jones, CRM, FAI




Protectingthe privacyofinternaland externalcustomersisacritical
responsibility for those with records and information management
responsibilities. This article provides a high-level overview of privacy
issues and broadly applicable U.S. federal laws governing them.

usiness and government entities must understand

and apply increasingly complex laws and regula-

tions to protect the data and records of their cus-

tomers and citizens. Compliance with U.S. personal

information protection laws is often difficult due

to the number and interrelationship of federal and state

laws and regulations that affect or relate to these issues.

In 2013, nearly 58 million records were reported com-

promised in the United States according to the Identity

Theft Resource Center. With increased collection of data

and easier methods of collection, protecting personal in-

formation has become a big issue in today’s business and
government environment.

Gontributing Factors to Data Breaches

There is now prolific and far-reaching collection and
distribution of personally identifiable information (PII) due
to increased use of the Internet for a number of activities
such as conducting business meetings, interacting with
government, personal and business banking and other
financial transactions, data vaulting, shopping, socializing,
and even attending classes.

Online Transactions

There is a generational trust of and reliance on comput-
erized data with a desire for easier and quicker methods
to conduct these actions. The need to more quickly access
information or activities leads many to submit personal
information online and, in doing so, leave themselves open
to unauthorized access to their personal information.

Often online submittal of PII either explicitly or im-
plicitly authorizes data sharing between entities. While
several U.S. federal laws require an “opt-out” opportunity
to be provided by online businesses to allow consumers to
choose not to have their data shared (or even marketed), it
1s not always obvious to the user that a choice exists or, in
many cases, the user does not pay attention to the choice.

Data Sharing

To increase efficiency, data is frequently shared by those
who collect it. In the private sector, acquired data is often
shared or sold. Acquisitions and mergers of business enti-
ties also might provide useable data to disparate sectors of
business. For example, an entertainment company might
buy a mortgage company, giving it access to personal infor-
mation it would not otherwise collect. In the government
sector, collected data is often shared between agencies to

expedite processes and to determine eligibility for a variety
of programs and benefits. In fact, the EGovernment Act
of 2002 encourages the sharing of various data between
certain federal agencies when appropriate.

Ease of Access

Exposure to privacy information breaches is compound-
ed by the ease of access to personal information. The use
of Google, Yahoo, AnyWho, or other search engines and
locators makes it easier to obtain the personal information
of others through increased hacking into computer systems,
Internet phishing, and just plain stealing hard media or
information from hard media, such as credit cards, credit
card statements, checks, and other documents containing
PII thrown in the trash or recycling. This proliferation of
accessible personal information has resulted in misuse of
personal information by the unscrupulous through identity
theft, spamming, stalking, or preying.

Increase in Social Security Numbers Issued

The most overused personal information is the Social
Security Number (SSN). Originally established in 1935
by the federal government as part of the Social Security
program requiring employees to contribute a portion of their
earnings toward a national retirement fund, the issuance
of SSN was expanded in the 1970s to include newborns
and non-employed residents in the United States.

With the majority of the population having a centrally
recorded identification number, the SSN became an accu-
rate method of uniquely identifying individuals. Businesses
and government required the SSN for a number of services
and benefits, even for accepting personal checks. One of
the earliest abuses of personal privacy was the stealing
and misuse of SSN.

As breaches and misuse of personally identifiable in-
formation became more prevalent, laws became necessary
to prevent misuse, to prevent unauthorized sharing, and
to ensure protection of individual personal information.
A variety of federal laws have been enacted that require
organizations to be responsible for the privacy of certain
records and data.

Right to Privacy Established

In Public Law 93-579, enacted in 1974 as the Privacy
Act, Congress found that the right to privacy is a personal
and fundamental right protected by the Constitution of the
United States. The need for information privacy encom-
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passes all segments of the population.

Citizens are affected by government data collection
and dissemination, and a number of privacy laws apply
directly to this sector. Employees are affected by employer
data collection and dissemination and the use made of the
data by employers. Customers/consumers are affected by
business data collection and dissemination and how well
the data may be protected. Medical care recipients are
affected by data collection and dissemination by medical
care, medicine, and medical supplies providers and how
the data is protected, shared, and accessed.

There is no one definition of “personally identifiable in-
formation” in U.S. federal law. Where a definition is listed,
there is some variance from law to law. For the most part,
definitions of the term are based, in part or in whole, on

Gitizens are affected by government

the definition set by the Federal Trade Commission (FTC)
in “Online Profiling: A Report to Congress”:

Data that can be linked to specific individuals, and
includes but is not limited to such information as
name, postal address, phone number, e-mail ad-
dress, social security number and driver’s license
number.

Depending on the act, PII can also include medical
information, financial information, political affiliation,
educational records, social organization affiliation, video
viewing preferences, and religious affiliation.

There is agreement in privacy laws in the need to
protect the SSN. At least five federal laws restrict the use
or disclosure of SSN, including the Fair Credit Reporting
Act, the Fair and Accurate Credit Transactions Act, the
Graham-Leach-Bliley Act, the Drivers Privacy Protection
Act, and the Health Insurance Portability and Account-
ability Act.

A 2007 memorandum from the Office of Management
and Budget, required federal agencies to review their use
of SSN in their systems and programs to identify superflu-
ous collection or use of SSN and to eliminate unnecessary
collection and use by mid-2010. Agencies were also asked
to participate in government-wide efforts to explore alter-
natives to the SSN as a personal identifier for both federal
employees and in federal programs.

Glasses of Privacy
According to Information Privacy, Official Reference
for the Certified Information Privacy Professional (CIPP)
by Peter P. Swire, CIPP, and Sol Bermann, CIPP, privacy
can be categorized into four classes.
« Information privacy is concerned with establishing rules
that govern the collection and handling of personal in-
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formation, including credit information, medical data,
and government records.

* Bodily privacy is focused exclusively on a person’s physi-
cal being and any invasion thereof, such as genetic test-
ing, drug testing, or body cavity searches.

s Territorial privacy is concerned with placing limitations
on the ability of one to intrude into another individual’s
environment. This may be the home, workplace, or public
space and can extend to an international level. Inva-
sion typically comes in the form of video surveillance,
ID checks, and use of similar technology and procedures.

« Communication privacy encompasses protection of the
means of correspondence, including postal mail, tele-
phone conversations, electronic mail, and other forms
of communicative behavior and apparatus.

data collection and dissemination.
Impacts on RIM

Information privacy is the class that directly relates to
records and information management (RIM). Communi-
cation privacy also impacts RIM through correspondence
issues. The records management impacts of the laws and
regulations discussed in this paper are based on the records
management life cycle concept — from creation/receipt of
the records and data to final disposition. Although not all
laws have all elements, privacy law can impact records
creation, file management for both active and inactive
records, records protection, records access, and records
retention and disposition.

Recordkeeping Requirements

The impact on records creation can be either specific or im-
plied. Wording such as “a record shall be kept of,” “a report shall
be generated,” “a written policy shall be created,” or “data about
[something] shall be collected,” is frequently included in the laws.

For example, the Family Educational Rights and Privacy Act
requires a record to be kept of all access to or dissemination of a
student’s records, and the Privacy Act of 1974 requires agencies to
keep an accounting of certain disclosures of personal data.

Many of the laws require the generation of reports
regarding PII disclosures or breaches. Some laws include
wording that directs or implies how the record file should
be managed. The Americans with Disabilities Act, for
example, states specifically that medical records must
be filed separately from other records in an employee
file. The Privacy Act of 1974 requires agencies to allow a
data subject to review a record about themselves and to
“have a copy made of all or any portion thereof in a form
comprehensible to him.”

The requirement to protect records and data containing
PII is implied, and often explicit, in every privacy law. For
example, the Cable Communications Policy Act requires
cable operators to take such actions as are necessary to
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Broadly Applicable U.S. Federal Privacy Laws and Regulations

Name — Year Enacted

Scope

Applies to

Children's Online Privacy Protection Act (1998)

Governs personal information collected online that
can serve to identify an individual child

Entities that collect personal information online
(including websites or online services and persons
who have an interest in the online collection of
children's personal information)

Computer Fraud and Abuse Act (1986, amended
1990)

Governs unauthorized access to a protected com-
puter to obtain information

Anyone accessing a computer to obtain
information

Electronic Communications Privacy Act, Title 1
Wire And Electronic Communications Interception
And Interception Of Oral Communications (1968)

Regulates the interception of wire, oral, and
electronic communications to protect the privacy
of innocent persons

Any employee or agent of the United States or
any state or political subdivision thereof and any
individual, partnership, association, joint stock
company, trust, or corporation

Electronic Communications Privacy Act - Title Il
Stored Electronic Communications Privacy Act
(1986)

Regulates the accessing of stored electronic
communications

Any employee, or agent of the United States or
any state or political subdivision thereof, and any
individual, partnership, association, joint stock
company, trust, or corporation

Fair Credit Reporting Act (2003)

Addresses the use and disclosure of an individu-

al's credit report information, including the use of
credit report information by employers in making

employment decisions

Consumer reporting agencies and persons who
use consumer reports from such agencies,
persons who furnish information to such agencies,
and users of information that are subject to sec-
tion 1681m

Fair and Accurate Credit Transactions Act (Amends
the Fair Credit Reporting Act) (2003)

Governs opt-out notices, use of credit report infor-
mation by employers in making employment deci-
sions, and disposal of consumer credit information

Consumer reporting agencies and persons who
use consumer reports from such agencies,
persons who furnish information to such agencies,
and users of information that are subject to
section 1681m

Family Educational Rights & Privacy Act &
Privacy Act

Governs privacy of student’s education records

Applies to educational agencies or institutions

Financial Services Modernization Act (aka
Gramme-Leach-Bliley Act) (1999)

Governs the privacy and security of personal
financial information

Financial institutions

Health Insurance Portability & Accountability
Act (1996)

Governs the disclosure of protected health
information

Health plans, healthcare clearinghouses, and
healthcare providers

Privacy Act of 1974

Governs third party access to personal infor-
mation maintained by the federal government

U.S. federal executive branch

Computer Matching & Privacy Protection
Act (Amends the Privacy Act of 1974) (1988,
amended 1990)

Governs requirements federal agencies must
follow when matching information on individu-
als with information held by other federal,
state, or local agencies

U.S. federal executive branch

Privacy Protection Act (1980)

Governs the search for or seizure of work
product or documentary materials in con-
nections with dissemination to the public a
newspaper, book, broadcast, or other similar
form of public communication

Government officer or employee

Right to Financial Privacy Act (1978)

Governs access to financial records of any
customer of a financial institution

Any U.S. government agency or department

Safe Harbor Data Privacy Framework (2000)

Governs transfer of personal information
between the E.U. and third countries

Any organization subject to FTC jurisdiction
wanting to do business with the EU, U.S. air
carriers and ticket agents subject to Dept. of
Transportation

Uniting & Strengthening America by Provid-
ing Appropriate Tools Required to Intercept
& Obstruct Terrorism Act (aka USA Patriot
Act) (Amends a number of statutes) (2001,
amended 2006)
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Governs the deterrent and punishment of
terrorist acts in the United States and around
the world and enhances law enforcement
investigatory tools

Law enforcement, businesses that provide
financial and communications services



prevent unauthorized access to PII by a person other than
the subscriber or cable operator. Most privacy laws set
penalties for failure to protect PII or for misuse or unlaw-
ful disclosure of PII.

Rights to Access Personal Info

Almost every privacy law sets some requirement for
access to personal information and data. This includes
requirements for who may or may not access the data, who
may or may not receive the data, and the right of a data
subject — the person the collected data is about — to inspect
records and to correct records about themselves.

The Privacy Act of 1974, for example, requires an agency
to allow data subjects to:
* Access their record or any information pertaining to them

that is contained in the system

90 days, which shall be extended for an additional 90-day
period upon a renewed request by the governmental entity.

The Driver’s Privacy Protection Act requires any au-
thorized recipient that resells or re-discloses motor vehicle
information to keep, for a period of five years, records
identifying recipients of the information and the permitted
purpose for which the information will be used.

Examples of disposal requirements include the Fair and
Accurate Credit Transaction Act which requires federal
banking agencies, the National Credit Union Administra-
tion, and the FTC to issue final regulations requiring the
“proper disposal” of consumer information or any compi-
lation of consumer information derived from consumer
reports for a business purpose.

The Cable Communications Policy Act requires a cable
operator to destroy personally identifiable information if

aome of the privacy laws set requirements for records or data retention.

* Review their record

* Request amendment of their record

* Request a review of a refusal to amend their record and
to clearly note any portion of the record that is disputed
and, in any disclosure, provide copies of the dispute and
the reason(s) for not making the requested amendments

The Fair Credit Transaction Act requires consumer
reporting agencies to disclose to data subjects all infor-
mation in their file (with some exceptions) at the time of
request and the right of data subjects to dispute incorrect
information and require it be corrected.

Some privacy laws address permitted selling or disclo-
sure of personal data. The Driver’s Privacy Protection Act,
for example, allows an authorized recipient of personal
information in a motor vehicle record to resell or re-disclose
the information only for a use permitted under the act,
generally for motor vehicle-related reasons such as safety
and theft, emissions, product alterations or recalls, and per-
formance monitoring of vehicles. Highly restricted personal
information cannot be disclosed without the permission of
the data subject.

Data Retention

Some of the privacy laws set requirements for records
or data retention and/or records or data disposition, al-
though most retention requirements are usually covered in
rules and regulations that are part of the Code of Federal
Regulations.

Those laws that do cover retention or disposition include
provisions on how long to retain records or data, how to
dispose of records or data containing PII, or when to dispose
of the records or data.

For instance, the Stored Electronic Communications
Privacy Act (Title IT of the Electronics Communications
Privacy Act) requires records authorizing disclosure of a
subscriber or consumer record be retained for a period of

the information is no longer necessary for the purpose for
which it was collected and there are no pending requests
or orders for access to such information as allowed by law
or pursuant to a court order.

Responsibility for Privacy Protection

Because information privacy is integral to RIM, it should
be the responsibility of the records manager (or the person
whose function includes records management) to assist
or advise in the establishment of processes, procedures,
and monitoring for compliance with applicable laws and
regulations.

Records managers should be aware of laws pertinent
to their organizations, the requirements of those laws,
and any pertinent rules or regulations generated under
the authority of the laws. All RIM procedures and poli-
cies should include provisions for protecting personally
identifiable information.

Learn More

For an extensive discussion of more than 30 U.S. federal
privacy laws, as well an expanded version of the sidebar
with this article, read the ARMA International Educa-
tional Foundation (ATEF) research report by this author,
“Requirements for Personal Information Protection, Part
1: U.S. Federal Law,” which is available for free download
from the ARMA International online bookstore at www.
arma.org/bookstore.

To learn about U.S. state privacy laws, you can also
download the free AIEF research report by this author,
“Requirements for Personal Information Protection, Part
2: U.S. State Laws,” also available at www.arma.org/
bookstore. END

Virginia A Jones, CRM, FAI can be contacted at viones@)
nngov.com. Her bio is on page 47.
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Procedures for Developing an

tiectronic Hie Plan

Consistency in folder structures and file nhaming conventions is fundamental
to managing electronic information throughout its lifecycle. This case study
will be useful to anyone tasked with developing, revising, or implementing an
electronic file structure.

Kathryn A. Scanlan, J.D., CRM

24 MARCH/APRIL 2014 INFORMATIONMANAGEMENT



s information management has
become increasingly complex,
the need for well-designed
electronic file plans, as a com-
ponent of good information
governance, has been heightened.
As defined in ARMA TR 22-2012,
Glossary of Records and Informa-
tion Management Terms, 4th edi-
tion, a file plan is “a classification
scheme that defines and identifies
all files, including indexing and stor-
age of the files, and referencing the
disposition schedule for each file.”
The following case study provides
an example of how an electronic file
structure can be developed and imple-
mented according to the procedures
described in Developing Electronic
File Structures (ARMA International
23-2013). A hypothetical, industry-
neutral work environment is used
to illustrate the application of these
procedures in a plausible business
context.

An organization’s recent involve-
ment in litigation brought executive-
level attention to the lack of uniform
recordkeeping practices across the
company. The records and informa-
tion governance office (RIG) was re-
cruited by the Chief Executive Officer
(CEO) to investigate the company’s
recordkeeping practices and provide
recommendations for improvement.
RIG conducted an extensive analysis
of institutional policies and proce-
dures, the current level of compliance,
and external standards and best prac-
tices pertaining to the management
of records and information.

In the course of its evaluation,
RIG identified several recordkeep-
ing problems, including unnecessary
duplication of information, inability
to quickly locate needed information,
inadequate controls over informa-
tion access, lack of compliance with
the organization’s records retention
schedule, and inappropriate storage of
company information in non-approved

locations.

RIG reported several direct and in-
direct costs and risks associated with
these problems, including substantial
storage and maintenance expenses,
unreasonable amounts of staff time
devoted to information search and
retrieval, increased likelihood of in-
formation security breaches, and legal
sanctions and reputational damage
that could result from negligent re-
cordkeeping practices.

RIG recognized that office direc-
tors were concerned that stronger
controls on records and information
management would overburden em-

productivity and efficiency. While re-
quiring substantial staffing resources
up front, RIG’s cost-benefit analyses
rendered the investment worthwhile.

In discussions with end users, it
was clear that the organization and
retrieval of information could be im-
proved, but that changes from the sta-
tus quo would be met with skepticism
unless they were deemed facile and
advantageous to end users. With a
combination of executive management
support, staff training, and the use
of change management principles to
keep the organization informed, RIG
was confident in its ability to create

Specific to the organization’s unique reporting structure, the Compli-
ance, Audit, Information Technology, Records and Information Man-
agement, Information Security, and Legal departments may be rep-
resented on the project committee. Organizations are encouraged
to also identify subject matter experts and interested stakeholders.

ployees and decrease productivity.
RIG also noticed tensions related
to the distribution of authority and
budgetary resources. Despite clear
gaps in the company’s recordkeep-
ing practices, the corporate culture,
as a whole, was one of resistance to
change.

RIG used ARMA International’s
Generally Accepted Recordkeeping
Principles® as a foundation for its
recommendations and was granted
authority by the CEO to implement
them. The development of a consis-
tent and adaptable electronic file plan
structure was identified as a critical
piece of RIG’s ongoing efforts to cor-
rect the organization’s recordkeeping
problems and to improve its overall
information governance. This initia-
tive would focus primarily on unstruc-
tured information, i.e., records and
non-records, but would operate in
conjunction with other information
governance systems, such as struc-
tured databases.

RIG gathered reliable estimates of
costs and return on investment, which
helped ease directors’ concerns about

an improved structure.

A well-designed, scalable, and
widely adopted electronic file plan
structure would substantially de-
crease duplication and improper
storage of company information; it
would also improve access controls
and adherence to records retention
procedures. And the successful imple-
mentation of an electronic file plan
structure might spur the adoption of
an enterprise-wide electronic docu-
ment management system in the next
five to ten years.

To encourage widespread accep-
tance of the company’s long-term in-
formation governance initiatives, RIG
strategically identified highly visible
and cooperative departments to par-
ticipate in an electronic file structure
pilot project: the CEOQ’s office, Human
Resources (HR), and RIG itself. As the
department with “project leader” des-
ignation, RIG worked with executive
leadership to assign representatives
from HR, RIG, and the CEO’s office to
serve on a project committee. RIG also
recruited committee members from
the Legal, Compliance, and Archives

INFORMATIONMANAGEMENT 25



Regulatory requirements and best practices vary based on industry
and location. Organizations are advised to consult with legal counsel
to ensure ongoing compliance with a changing legal landscape.

offices to ensure that project decisions
would reflect the interests of all in-
formation governance stakeholders.

The project committee reviewed
the current records retention sched-
ule, as well as paper and electronic
recordkeeping practices of pilot offices,
identifying necessary updates and
process improvements. The commit-
tee then developed an electronic file
plan structure that would meet the
information needs of the pilot offices
and provide a framework for the rest
of the organization to adapt based on
varying business practices.

to those offices or individuals with
a legitimate business need to view,
print, edit, and/or add to records. Ac-
cess permissions are granted by the
department head, implemented and
monitored by the RIG office, and re-
viewed at least once per year. Access
permissions are removed immediately
upon an employee’s departure.

All records must be reflected in the
company’s records retention sched-
ule. Retention and disposition of all
records must adhere to the records
retention schedule. Department lead-
ers work with RIG to maintain an
up-to-date records retention schedule.
The schedule accounts for the admin-

It is critical to develop reliable and sustainable processes for the
assignment of access permission levels. Regular analysis of audit
trails can help ensure that company information is being used only by
authorized persons and only for authorized purposes.

While focusing primarily on the
three pilot offices in its creation of
controlled vocabularies, naming con-
ventions, and metadata protocols,
the committee maintained a broad
perspective to ensure that the end
product could be applied to other office
units with minimal adjustments. The
committee developed a controlled vo-
cabulary to provide a list of preferred
terms for department names, position
titles, proper names of committees
and work groups, acceptable abbrevia-
tions, and other commonly used words
and phrases. The committee also es-
tablished certain rules and naming
conventions that would apply to the
entire enterprise, as described below.

Access, Retention, and
Legal Holds

Read and write access permissions
are applied at the most restrictive
folder level appropriate for the of-
fice or individual. Access is limited
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istrative, legal, fiscal, and historical
value of all company records, identi-
fies vital records, indicates detailed
retention and disposition plans—in-
cluding trigger points in the records
lifecycle—and provides reference to
current legal citations.

In the event of litigation or an-
ticipated litigation, all scheduled
destruction will be suspended until
further notice from the Legal depart-
ment.

File and Naming Conventions

File names will not include blank
spaces. Spaces will be replaced with
underscores (_). Folder titles may in-
clude blank spaces.

When a file name includes a date,
the format “yyyymmdd” with pad-
ded zeroes shall be used. The date
is recorded at the beginning of the
file name.

Examples:

20100607 Minutes (for minutes of a

meeting that occurred on June 7, 2010)

20150800 Report (for a report pre-
pared in August 2015)

When multiple drafts or versions
of a file are created, the notations
“v#” and “final” will be added to the
end of the file name.

Examples:

20100607_Minutes_v.1

20100607_Minutes_v.2
20100607_Minutes_final

When a file name includes an in-
dividual’s name, the format “Last_
First” shall be used.

Examples:

Doe_John_Employment_Offer

Doe_John_Resume

Any paper documents to be filed in
the electronic file plan will be scanned
into PDF's according to company im-
aging specifications. Paper documents
are to be destroyed immediately after
they are filed electronically and re-
viewed for quality assurance.

Working files and work-in-prog-
ress documents are to be filed within
the electronic file plan in native file
format. Such materials should be rou-
tinely destroyed when superseded by
final documents. Per the organiza-
tion’s RIM policy, working files and
work-in-progress documents will be
purged and destroyed by the RIG re-
cords manager after three years.

Final documents are to be clas-
sified as official records, converted
to PDF with appropriate metadata
based on a standardized template,
and filed according to the electronic
file plan.

Metadata capture is automated to
the fullest extent possible. Employees
with access privileges are advised
to set default metadata templates
to meet metadata requirements, but
are expected to add core metadata
elements, as necessary. All documents
filed in the electronic file plan will
include core metadata elements that
adhere to the controlled vocabulary
and file naming conventions. For a
PDF, core metadata is assigned to the
title, author, and subject properties
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as follows:
Title: Unique File Name
Author: Name of Organization,
Name of Office, Name of Individual
Capturing the Record
Subject: Record Series as Listed
in Record Retention Schedule, Date
of Capture

The company will monitor and po-
tentially modify or expand metadata
requirements to meet user search and
retrieval needs, as use of the file plan
increases.

Requested changes or additions to
the existing file plan structure must be
forwarded to the RIG records manager
for approval and implementation.

Records with date-based retention
periods (e.g., current year + 3) must be
maintained in folders labeled by date.

For records with activity-based
retention periods (e.g., three years
after closed), the activity date must
be added to the folder name at the
point of occurrence (e.g., a folder titled
“Doe_dJohn_Contract” will be changed
to “Closed_20140601_Doe_dohn_Con-
tract” when the contract expires).

Once per year, the RIG records
manager, in consultation with depart-
ment heads, will review each depart-
ment’s file structure, facilitate transfer
or destruction of records that have
passed their retention period, and de-
stroy non-record working files that are
more than three years old.

Office of the CEO
Background

The CEO’s office holds records of
board and committee meetings. Paper
committee files are stored in the ar-
chives with the organization’s articles
of incorporation and other historical
records. In recent years, electronic
committee records have been printed
out to add to the archives’ files. With
multiple copies and drafts stored elec-
tronically as born-digital files, how-
ever, it is difficult to identify which
electronic file corresponds to the of-
ficial print-out.
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The management of working files and non-record materials, including
duplicate copies of records in paper or electronic format, can be a
complex aspect of developing electronic file plans. Depending on the
scope and goals of an organization’s electronic file plan initiative, it
may be necessary to investigate the existence of unauthorized cop-
ies or shadow systems; this may be especially appropriate when at-
tempting to decrease litigation risks and storage costs.

Henceforth, the office will cease to
print out the official records and will
utilize an electronic file structure to
track drafts and versions, ensuring
the preservation of the official com-
mittee files. After finalizing the docu-
mentation of a particular committee
meeting, those records will be placed
in the electronic file plan according to
established procedures. All copies or
drafts will be deleted. In the future, the
office may consider imaging the official
paper committee files and incorporat-
ing them into the electronic file plan.

The CEO’s office manages the pub-
lic relations function of the organi-

remain accessible to the CEO’s office
with read-only permissions for an ad-
ditional 10 years. (See “Office of the
CEO File Structure” on page 29.)

Human Resources
Background

Human Resources (HR) has a well-
established system of filing hiring re-
cords by date and position number us-
ing the naming conventions yyyymm #
where yyyymm indicates the year and
month and the # is used to insert a
unique identification number in se-
quential order. (See page 29.)

While converting to electronic re-

or in both locations.

End users are unlikely to comply with overly detailed or cumbersome
metadata requirements. Organizations are encouraged to utilize tech-
nology to automate the capture and maintenance of metadata, as
much as possible. Metadata are particularly useful when reviewing
permission levels, audit trails, and adherence to policies surrounding
the use of the electronic file plan. Pertinent metadata may be stored
within documents’ properties, in a separate but connected database,

zation, including handling company
correspondence. Incoming correspon-
dence arrives via mail, fax, and e-mail.
Outgoing correspondence is prepared
electronically but may be distributed
via mail, fax, or e-mail. The office will
capture all correspondence in PDF
format, either by saving an electronic
file as PDF or by scanning a paper file
into PDF. Correspondence will be filed
by date, segregated into incoming and
outgoing, and further segregated by
primary topic. Paper and electronic
copies will be destroyed when PDFs
are properly captured and filed.
Stewardship of all final CEO re-
cords will be transferred to the custody
of the archives after 10 years but will

cords, the office maintained its exist-
ing paper file structure and applied it
to the electronic files. Hiring records
are destroyed after three years in ac-
cordance with the records retention
schedule. Upon completion of the hir-
ing process, records of hired employees
are copied into HR’s personnel files.
Those are retained for 20 years after
an employee’s departure, then trans-
ferred to the custody of the archives
for historical appraisal.

HR will develop its personnel file
structure to accommodate retrieval by
employee name, but will incorporate
supplemental metadata (start date,
end date, department) to permit re-
trieval by other data elements.



Office of the CEO File Structure

File Structure
=~ Committee Records
= Board of Directors

[~ 20130105 Meeting
B Announcement

E Agenda
B Handoutl
B Handout?
B Minutfes

=~ Finance Committee
I~ Marketing Committee

I~ Public Relations
= Correspondence
I~ 2010 Incoming
I~ Acquisition

=~ Profit Margin
I~ 2010 Outgoing
=~ Acquisition

= 2011 Incoming
I~ 2011 Outgoing

= 2010 Press Releases

= Reports
= Annual Reports
I~ 2005

HR_Annual_Report
RIG_Annual_Report

=~ 2006
~ 2007
I~ Audit Reports

Doe_Jane_Pro-Acquisition
Doe_John_Anti-Acquisition

Doe_John_Response

=~ Marketing and Communications

20100130_Press_Release_Acquisition
20100601_Press_Release_Leadership_Changes

Company_Annual_Report

Human Resources File Structure
File Structure
= Case Files
r—
r=
[~ Hiring
= 2011.1

= Personnel Files
I~ Doe Jane

2012 Doe John Disciplinary Action
2014 Doe Jane Lawsuit

Job_Posting
Position_Description

I~ Employment Applications
I~ Interviews and Selection

2011.2

Job_Posting
Position_Description

I~ Employment Applications
7 Inferviews and Selection

2012.1
Job_Posting
Position_Description

= Employment Applications
7 Interviews and Selection

2012.2
Job_Posting
Position_Description

=7 Employment Applications
~ Inferviews and Selection

2012.3
Job_Posting
Position_Description

=~ Employment Applications
7 Inferviews and Selection

Application

I~ Benefit Forms
Contract

Doe John
Application

=~ Benefit Forms

I~ Reference Letters

Records & Information
Governance
Background

Primary functions of the Records
and Information Governance (RIG)
office include project management,
records management, systems man-
agement, and user training. Project
records are created during active
projects or initiatives. The records

retention schedule indicates that
disposition occurs five years after a
project is closed. Upon completion of a
project, files are moved from “Active”
to “Closed,” and the closed date is
added to the folder title. A similar ap-
proach is used for system files; those
are scheduled for disposition 10 years
after a system is decommissioned.
RIG’s pilot rollout will include

the provision of training for CEO,
HR, and RIG staff members. Under
RIG’s leadership, the pilot electronic
file plan structure will be developed,
tested, and modified to meet the needs
of the participating departments. RIG
will monitor and report on permis-
sion levels, user experiences, and the
inventory of electronic files captured
in the structure.
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Records and Information Governance File Structure
File Structure
I~ Projects
I~ Active
I~ Electronic File Structure
7 Vital Records Review
= Closed
I~ Closed 20101001 Disaster Recovery Planning
I~ Closed 20110516 Records Retention Schedule Update
I~ Records Management

=~ Records Retention Schedules
2005_Records_Retention_Schedule
2011_Records_Retention_Schedule
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I~ Systems Management
I~ Active Systems
I~ Departmental
= Enterprise
=~ Decommissioned Systems
=~ Departmental

7 Enterprise

I~ Training Programs
I~ Disaster Recovery
I~ Electronic File Structure
I~ Records Management
I~ 2005-2006
I~ 2007-2008
=~ 2009-2010
=~ 2011-2012

=~ Decommissioned 20120630 CEO Travel System

I~ Decommissioned 20111231 Payroll System

In collaboration with the pilot of-
fices, RIG will implement changes
to rules, roles, and responsibilities
of end users. RIG will also monitor
levels of resistance to the electronic
file plan, with particular focus on end
users’ attempts to continue previous
recordkeeping practices or utiliza-
tion of non-approved storage space.
Enterprise-wide rollout will com-
mence within two years, and the or-
ganization expects to be prepared to
transition to a document management
system within 10 years.

Developing Electronic File Struc-

tures (ARMA International 23-2013),
from which this case study was ex-
cerpted, provides implementation-
based recommendations for electronic
file plan development in organiza-
tions. It describes the strategy, tech-
niques, and tools associated with
effective electronic file plan develop-
ment to appropriate electronic file
plan management. It is available for
purchase in the ARMA International
online bookstore at www.arma.org/
bookstore. END

Kathryn A Scanlan, J.D., CRM, can
be contacted at kascanlan@hormel.
com. See her bio on page 47.
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AN International

pPerspective
on Protecting

Personal Informatio

Records and information management professionals have a key
role to play in safeguarding the privacy of personal information.
The challenge is keeping up with rapidly changing, intrusive tech-
nologies and in step with the legislation that often lags behind them.

Cherri-Ann Beckles

he need for privacy as a public
policy arose and augmented in

the second half of the 20th centu-

ry with the emergence and use of
information and communications
technologies (ICTs) to collect, store,
and share personal data, which is de-
fined by the OECD Guidelines on the
Protection of Privacy and Transborder
Flows of Personal Data as “any infor-
mation relating to an identified or
identifiable individual (data subject).”
With profound changes in the ad-
vancement and utilization of technol-
ogy and a shift from manufacturing to
providing knowledge-based services,
ICTs became central in both the pub-
lic and private sector, facilitating the

widespread distribution of informa-
tion —including personal data — that
could be stored, manipulated, and
exchanged more easily than ever be-
fore. The expansion of state powers
and the institutionalization of infor-
mation over the last 50 years through
more complex technology-based re-
cordkeeping systems gave rise to the
need to control access to and the use
of personal data.

Records and information manage-
ment (RIM) practitioners, who are
likely to deal with vast amounts of
personal data captured in records,
have a key role in ensuring compli-
ance with privacy and data protec-
tion legislation and policies relevant

to recordkeeping within their juris-
dictions. They must be proactive in
managing information privacy in all
recordkeeping systems by becoming
conversant with relevant legislation
and designing RIM program policies
and procedures that ensure that their
organizations’ records are secured
against the unwarranted disclosure
and abuse of their internal and exter-
nal customers’ personal data.

Defining Privacy

There is no universal consensus on
the meaning of privacy, which encom-
passes diverse concerns, including the
right to be left alone; the right to be
free from government surveillance,
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intrusive police, or other searches,
wiretapping, or persistent journalists;
and the right to be allowed to make
private personal decisions.

The definition of privacy changes
according to space (location) and time.
Universally, notions of anonymity and
security are often associated with pri-
vacy. However, the definition that is
most relevant to RIM is that privacy is
the right for a “living and identifiable”
individual to have some control over
the collection, storage, and disclosure
of his or her personal information held
by governmental agencies, financial
institutions, medical facilities, educa-
tional institutions, and other public
and private entities.

In many jurisdictions, privacy is
considered a fundamental human
right. Yet, it is evident that privacy
is not an absolute right and may be
denied for what may be considered a
greater purpose. For example, with
the increase in terrorism on a global
scale, the call for improved national

Look for It. Ask for It. Expect It.

security in some jurisdictions has led
to what some consider a sacrificing of
privacy. However, it is in the interest
of governmental agencies to collect
personal information about citizens’
earnings and income for tax collection
purposes and to collect census data
so they can make strategic decisions
and improve services for the citizenry.

Although there is this need to
collect and use personal data, the
“right to privacy” as outlined by the
Universal Declaration of Human
Rights of 1948 is generally accepted
and respected across the globe, and
RIM practitioners are key players —in
many instances on the frontline — in
protecting that right.

Relationship to RIM

When exploring the relationship
between informational privacy and
RIM, it is clear that the rapidly chang-
ing technological environment has
had a profound impact on both pur-
suits. This resulted in privacy becom-

Privacy+

ing a public issue and RIM developing
as an organizational response to deal
with these changes.

Recordkeeping systems had
evolved over time, moving from man-
ual, paper-based systems to highly
networked, automated systems. By
the 1970s, the proliferation of mini-
computers and the computerization
of organizations, including the in-
troduction of word processing and
data processing machines, meant that
vast amounts of information, includ-
ing personal data, was being created,
received, manipulated, distributed,
and stored electronically.

In spite of this automation, the
widespread use of carbon paper and
the photocopier resulted in sustained
and exponential growth in creating
and distributing paper records. By
the late 1980s, organizations were
working in hybrid recordkeeping en-
vironments, with electronic records
adding a new dimension to the need
to control records.

PRIVACY®*,

PRISM INTERNATIONAL™

Your information is priceless. Unauthorized access to or loss of
your documents and records can ruin your company and your career.

Customers who use a Privacy+ Certified records and information management company can feel confident that
their information is being protected against unauthorized access and data breaches. Privacy+ Certification requires
that record centers have the appropriate security measures and operational controls in place to maintain information

privacy.

Don’t take unnecessary chances. When you're searching for a company to help you with off-site records
management and storage, look for the Privacy+ logo, ask for it in your RFPs, and expect your records
and information management partners to have it.

To find a Privacy+ Certified records and information management company,
or to find out more about the Privacy+ program, visit www.prismintl.org.
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Another significant development
in recordkeeping took place in the
1990s with the advent of the World
Wide Web and the Internet, result-
ing in the ease of moving informa-
tion seamlessly across local and wide
area networks. Personal data became
even more vulnerable to unwarranted
distribution and possible abuse by
unauthorized people.

Another major development was
on the horizon in the new millennium.
It took the form of the widespread
use of e-mail, instant messaging, and
social media, including Face-
book, Twitter and LinkedIn,
via portable digital assistants,
smart phones, and tablets.
More recently, cloud computing
has led to the remote hosting of
organizational data, usually by
independent service providers.

These new modes for creat-
ing, capturing, and storing data
have had unimagined and seri-
ous implications for managing
records’ privacy, as evidenced
by the increasing occurrences
of privacy-related lawsuits
against high-profile governmen-
tal and private entities around
the globe for failing to comply
with privacy legislation.

RIM practitioners, according to
legislation in some jurisdictions, are
considered “data processors” working
on behalf of “data controllers” (em-
ployers). Therefore, RIM practitioners
should not ignore their role as privacy
advocates and the promoters of more
stringent regulation of recordkeeping
privacy.

One of the greatest challenges of
managing information privacy on a
global scale has been disparity among
countries’ national legislation and en-
forcement. This led to concerns about
the risks incurred by allowing the free
flow of information across borders.

As part of the first global initiative
to safeguard personal data, the Or-

ganisation for Economic Co-operation
and Development (OECD) sought in
1980 to harmonize its member states’
national privacy legislation by setting
out seven baseline principles for the
legal drafting process.

The OECD Guidelines on the Pro-
tection of Privacy and Transborder
Flows of Personal Data (OCED Guide-
lines) generally seek to address data
quality, specification of the purpose
and limitations on collecting personal
data, required security safeguards,
openness, individual participation,

1. CAPTURING AND IDENTIFY

PERSONAL DATA IN RECORDS

Figure 1: Lifecycle Management of Privacy for Recordkeeping

and accountability. The principles em-

bodied in the OECD Guidelines state

that personal information must be:

1. Collected fairly and lawfully

2. Used only for the purpose specified
during collection

3. Adequate, relevant, and not exces-

sive to that purpose

Accurate and up-to-date

Accessible

Kept secure

Subject to disposal after the pur-

pose is completed

The OECD’s principles are not

binding, and in some jurisdictions,

they have not been implemented in

law. However, they have been the

basis on which many information

privacy laws have since been writ-

ten, and they can serve as a guide

N oo

to RIM practitioners regardless of
their location.

Records containing personal data
form a significant part of any organi-
zation’s informational assets and are
usually found within the manual and
automated systems managed either
directly or indirectly by RIM prac-
titioners. Their main activities in
regulating privacy/data protection
may be summed up in the following
three points:

1. Ensuring that data protec-
tion responsibilities are
clearly identified and as-
signed

2. Providing RIM services with
clearly written policies and
procedures that define how
personal data is to be pro-
cessed

* 3. Ensuring that when obtain-

ing personal information,
their methods of collection,
storage, destruction and
provision of access complies
with data protection legisla-
tion

4. Following are some specific
steps RIM practitioners
can take. (See also Figure
1: Lifecycle Management of
Privacy for Recordkeeping.”)

Identify Sensitive Data

RIM practitioners must be aware
of which records contain sensitive
personal data, which the UK Data
Protection Act of 1998 defines as “per-
sonal data consisting of information
about the racial or ethnic origin of the
‘data subject,” his political opinion, his
religious beliefs or beliefs of a similar
nature, whether he is a member of a
trade union, his physical or mental
health or condition, his sexual health
and the commission or alleged com-
mission of criminal offences.”

This type of recorded information
is predominately found in records
in organizations’ human resources,
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Key National Privacy Legislation

Privacy acts generally govern how personal information is collected, used, stored,
and disclosed. Following are some of the most-often encountered ones for select
countries.

Australia: The Privacy Act 1988: www.oaic.gov.au/privacy,/privacy-act/the-
privacy-act.

Canada: Personal Information Protection and Electronic Documents Act:
http://laws-lois.justice.gc.ca/eng/acts/P-8.6/index.html.

China: Consumer Rights Protection Law: at www.wipo.int/edocs/lexdocs/laws/en/
cn/cn174en.pdf.

European Union member countries: EU Directive 95/46/EC:
http;//ec.europa.eu/justice/policies/privacy/docs/95-46-ce/dir1995-46_part1_
en.pdf; Safe Harbor Data Privacy Framework: http.//export.gov/safeharbor/

New Zealand: Privacy Act 1993: www.legislation.govt.nz/act/public/1993/0028/
latest/DLM296639.htmi.

United States: Electronic Communications Privacy Act - Title Il Stored Electronic
Communications Privacy Act: www.law.cornell.edu/uscode/text/18/part-l/chap-
ter-121; Fair and Accurate Credit Transactions Act: www.gpo.gov/fdsys/pkg/PLAW-
108publ159/pdf/PLAW-108publ159.pdf; Family Educational Rights & Privacy Act:
www.ed.gov/policy/gen/guid/fpco/ferpa/index.html; Health Insurance Portability
& Accountability Act: www.hhs.gov/ocr/privacy/index.html; www.hhs.gov/ocr/pri-

vacy/index.html; USA Patriot Act: www.justice.gov/archive/Il/highlights.htm

(See also the article in this issue “Protecting Information Privacy Per U.S. Federal

Law” by Virginia Jones.)

finance, and administration sections.
Some organizations, such as educa-
tional, medical, or judicial institu-
tions, have a higher concentration
of records containing personal data
because of the nature of their busi-
ness. Records management programs
in these types of institutions need to
put additional measures in place to
ensure the security of any sensitive
personal data.

Leverage Classification Schemes

RIM practitioners, particularly
those working in highly centralized
systems, seek to develop omnibus
classification schemes to arrange re-
cords into categories that facilitate
quick retrieval and comprehensive
control. Classification schemes that
group record series containing per-

INFORMATIONMANAGEMENT

sonal data in logical, functional cat-
egories, could be used as the founda-
tion on which sound data protection
strategies are built.

Know Legal Requirements
Additionally, RIM practitioners
need to re-examine and rethink their
formulation of records retention and
disposition schedules, bearing in mind
the requirements of privacy principles
and/or legislation that relate to the
retention of personal data. Careful
attention must be paid to the provi-
sion of access to records containing
personal data to ensure that this
information is safeguarded from un-
authorized use. Measures such as
redaction and/or pseudonymization
as well as encryption to anonymize
personal data in records should be

employed wherever necessary when
dealing with requests to reproduce
records. (See sidebar “Key National
Privacy Legislation.”)

Enhance Security

RIM practitioners should also
seek to ensure the physical and
intellectual security of the records
within their care. Physical records
should be protected in their storage
areas, especially in instances where
they are transferred for deposit in
records centers and archival reposi-
tories, relocated to a new site, or sent
for destruction.

Comply with Codes of Ethics

Some jurisdictions have either
written or considered formulating a
code of practice to guide RIM practi-
tioners in managing privacy in their
RIM programs. Notably, guarding
personal data is not only a legal is-
sue for RIM practitioners but an
ethical one; therefore, it should not
be overlooked or ignored. The Code
of Professional Responsibility for
Records Management as developed
by ARMA International states that
“records and information managers
[should] affirm that the collection,
maintenance, distribution and use
of information about individuals is
a privilege in trust: the right to pri-
vacy of all individuals must be both
promoted and upheld.”

The International Council on Ar-
chives in its Code of Ethics for Archi-
vists states that “archivists should
respect both access and privacy, and
act within the boundaries of relevant
legislation.” Hence, the responsibility
of the RIM practitioner to understand
privacy legislation and adopt mea-
sures to protect personal data held
within public and private organiza-
tions is unquestionable.

Develop a Good
Communications Strategy

A good communications strategy
is critical for sound data protection


http://www.oaic.gov.au/privacy/privacy-act/the-privacy-act
http://www.oaic.gov.au/privacy/privacy-act/the-privacy-act
http://laws-lois.justice.gc.ca/eng/acts/P-8.6/index.html
http://www.wipo.int/edocs/lexdocs/laws/en/cn/cn174en.pdf
http://www.wipo.int/edocs/lexdocs/laws/en/cn/cn174en.pdf
http://ec.europa.eu/justice/policies/privacy/docs/95-46-ce/dir1995-46_part1_en.pdf
http://ec.europa.eu/justice/policies/privacy/docs/95-46-ce/dir1995-46_part1_en.pdf
http://export.gov/safeharbor/
http://www.legislation.govt.nz/act/public/1993/0028/latest/DLM296639.html
http://www.legislation.govt.nz/act/public/1993/0028/latest/DLM296639.html
http://www.law.cornell.edu/uscode/text/18/part-I/chapter-121
http://www.law.cornell.edu/uscode/text/18/part-I/chapter-121
http://www.gpo.gov/fdsys/pkg/PLAW-108publ159/pdf/PLAW-108publ159.pdf
http://www.gpo.gov/fdsys/pkg/PLAW-108publ159/pdf/PLAW-108publ159.pdf
http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html
http://www.hhs.gov/ocr/privacy/index.html
http://www.hhs.gov/ocr/privacy/index.html
http://www.hhs.gov/ocr/privacy/index.html
http://www.justice.gov/archive/ll/highlights.htm

management in RIM programs across
all organizations, especially large and
dispersed ones. Many breaches have
occurred across jurisdictions as a
result of human error or malicious
intent by staff members. Training
and orientation of staff in matters
relating to privacy/data protection in
RIM programs is absolutely crucial
to maintaining a well-ordered, well-
functioning, enterprise-wide program
while reducing the risk of breaches.
RIM practitioners should work with
human resource experts to incorpo-

Chattanooga, TN  March 12-13

Calgary, AB

Houston, TX
Madison, WI

St. Louis, MO

rate training and awareness about
data protection legislation, policies,
and procedures in the training pro-
grams for staff at every level of the
organization.

Step up to the Ghallenge

Because RIM practitioners are
at the heart of the organization as
it relates to how its informational
assets are managed, safeguarding
records and information should be at
the center of their work. They must
recognize and accept that their role is

March 20
April 22-23
May 6-7

May 29

weightier than ever before, as privacy/
data protection legislation will con-
tinue to lag behind fast-developing,
intrusive technology. Establishing
forward-thinking, adept RIM pro-
grams inclusive of well-planned data
protections policies, procedures, and
measures should enable their orga-
nizations to stay ahead of the ever-
changing compliance landscape. END

Cherri-Ann Beckles can be contacted
at cherri-ann.beckles@cavehill.uwi.
edu. Her bio is on page 47.

SHOWS

Learning online is great, but sometimes there’s no sub-
stitute for a roomful of colleagues and a facilitator ready
to address your questions.

Because we understand the value of live education,
ARMA International is rolling out ARMA Live! 2014 Road-
shows. Check the schedule to find this industry-leading
education in your area.

Pricing and registration:

WWW.ARMA.ORG/ROADSHOW

2014ROAD SHOW SCHEDULE

Foundations of Information Management Certificate
Becoming a Certified Information Governance Professional (IGP)
Becoming a Certified Information Governance Professional (IGP)
Foundations of Information Management Certificate

Becoming a Certified Information Governance Professional (IGP)
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THE PRINCIPLES

GENERALLY ACCEPTED
RECORDKEEPING PRINCIPLES®

The Principles in Practice in a

New RIM Program

Julie Gable, CRM, CDIA, FAIl

Editor’s Note: This article is the first in a series highlighting how the Generally
Accepted Recordkeeping Principles® (Principles) and the Information Governance
Maturity Model (IMM) can be used to initiate, develop, and grow records and
information management (RIM) programs in a variety of situations. Access these
at www.arma.org/principles. Using case studies as illustrations, the series will
examine how the Principles and the IMM have been applied in different industries
and regulatory environments by organizations of all sizes and by people with
varying backgrounds. The case studies are composites of actual organizations.
Their names have been changed, but the challenges they faced and the creative

solutions they found are real.

small financial services firm
Aand an oil and gas explora-

tion company were both fac-
ing challenges with the need for new
records management programs. As
we will see, their similarities stem
from the productivity and operational
aspects of managing records to sup-
port business processes — the basic
reason that records exist. What dif-
fers is how knowledge of the Prin-
ciples and the IMM influenced their
respective approaches to establish-
ing a new records and information
management (RIM) program, par-
ticularly the crucial decisions of
where to begin and how to continue.

38 MARCH/APRIL 2014 INFORMATIONMANAGEMENT

Case Study 1: Small Investment
Advisory Firm Wants Document
Management System

The Arbor firm offers investment
services to individuals. It is regulated
by the Securities and Exchange Com-
mission, the Dodd-Frank Act, and the
usual blend of state and local laws. It
must comply with specific guidelines
regarding its records.

The firm opened less than 10 years
ago, and as a small business it strives
to use technology for a competitive
advantage. Many client account re-
cords begin as paper documents with
original signatures, but they become
images once certain business pro-

cesses are complete. The firm does
not have standard file naming con-
ventions, and most client records are
scanned within the business process
to a shared drive, sometimes more
than once in the course of completing
their workflow. Evidence of trading
activities and various reports exist
only as electronic records.

The firm has a compliance officer
and has documented its policies and
procedures for many of its regulatory
requirements, including information
privacy and security. It has an ex-
ecutive committee that includes the
compliance officer, the CEO, and the
CFO, with legal advice provided by a
third-party firm.

Arbor has never destroyed any-
thing, believing it is better to have
proof of what was done than to be
unable to produce a record. During
a routine audit, however, it became
apparent that multiple copies of the
same documents existed under differ-
ent names on various shared drives,
making it difficult to identify the re-



cord copy of any document that an au-
ditor requested. Searching was also a
challenge because identical documents
had different descriptive information
on various spreadsheets. To ensure
that it never has to face another audit
that resembles a scavenger hunt, Ar-
bor wants to implement a document
management system for all of its re-
cords. Arbor recognizes that it needs
help with records classification and
standardized metadata. The question
1s, where does it start?

The Principles to the Rescue

Even though the Principles are
arranged as a list, and it is tempt-
ing to move down them item by item
like stepping stones, they are actually
more like a starburst (see Figure 1).
Some principles have a distinct regu-
latory flavor — for example, the Prin-
ciples of Compliance, Protection, and
Transparency. These focus on how the
RIM program appears to those outside
the business, including regulators, au-
ditors, and litigators. Other principles
have an operational context, such as
the Principles of Accountability, In-
tegrity, Availability, Retention, and
Disposition. These touch more closely
on how information is created and
used internally for the ongoing func-
tioning of the business, although, of
course, they do have implications for
external parties as well.

A small business in a highly regu-
lated industry will likely concentrate
its scarce resources first on areas that
pose the most risk. Using the IMM
as a guide, Arbor is at maturity level
2 (In Development) or at level 3 (Es-
sential) in these areas. For example,
in reference to the Principle of Com-
pliance, Arbor has identified key laws
and regulations and has a code of
business conduct, as well as specific,
measurable goals for compliance, but
there is no hold process because Arbor
has never destroyed anything.

In the context of the Principle of
Protection, there is a written policy
with well-defined confidentiality and

privacy considerations because client
documents contain Social Security
numbers, bank account numbers,
and other sensitive data. Employees
are trained in how to handle such
information, access restrictions are
in place, and a workflow is defined.

In reference to the Principle of
Transparency, Arbor’s business pro-
cesses are documented, but RIM prac-
tices are spotty where they exist at all,
with some formalized in writing and
others largely ad hoc.

From an operations context, Ar-
bor is most likely at a level 1 (Sub-
standard). Integrity is not at a high
level principally because the office of
record — that is, the function respon-
sible for the final, official record — is
not clear. Hence, there are difficul-
ties with multiple scanned images
of the same documents stored under
different file names. The Principles
of Retention and Disposition are at
level 1 because there are no reten-
tion policies or schedules; there is no
sanctioned policy or methodology for
careful, considered disposition in the
due course of business; and there is

Transparency

Regulatory
Focus

Operational
Focus

Retention

Disposition }

no mechanism for applying legal holds
or other holds to records that may be
needed for legal or tax matters.

What Arbor Did

Arbor was convinced that work
on retention schedules would provide
the classification scheme necessary
for its planned document manage-
ment system. Because they are part
of RIM policies and procedures, re-
tention schedules would have to be
written and would cover such topics as
retention, disposition, and legal holds.

The executive committee and the
compliance officer reviewed the draft
policies. The types of records were
identified through meetings with in-
dividuals in all areas of the company
to understand business processes and
to analyze workflows. An important
finding from the process and work-
flow analysis was learning how users
search for documents. This discovery,
in turn, helped Arbor develop stan-
dard metadata that could be used to
store documents and to help develop
the planned document management
system.

Accountability

RIM

Programs Protection

Compliance

Availability

Figure 1: The Generally Accepted Recordskeeping Principles® Focus
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Once workflows were understood,
Arbor was able to identify who should
be responsible for the official record
copy — that 1s, the one that should be
retained and available for regulators
and auditors. Retention schedules
that identified records classes and

Since its inception, OGE has ex-
perienced rapid growth. The company
retains paper for original records but
also produces imaged renditions that
allow ease of access for authorized us-
ers from the many offices nationwide.

The initial focus of RIM activities

Businesses that are growing need to
balance what must be done to com-
ply with external demands and what
must be done to support efficient and

effective operations.

descriptions were devised, and reten-
tion times were applied by referenc-
ing the compliance officer’s regulatory
requirements and the business users’
needs. Arbor also developed a basic
records training program.

When all elements of the program
were approved, Arbor achieved im-
provements in the Principles of In-
tegrity, Availability, Retention, and
Disposition, and the firm was able
to map how it would move forward
with a training program for all em-
ployees and an audit of the records
program to determine how well staff
was complying.

Case Study 2: Oil and Gas
Exploration Firm Needs Room
for Growth

OGE is an energy company en-
gaged in exploration. Its work regu-
larly involves deeds, leases, and con-
tractual rights to access, enter, and
drill on various properties, so the man-
agement of land records is critical.
Like all utilities, OGE must comply
with state regulatory commissions and
with many layers of federal, state, and
local environmental laws. In addition,
the firm’s records support its busi-
ness objectives by enabling research
on potentially rich new exploration
areas and by supporting the writing
of mutually beneficial contracts. Real-
izing this, the company established a
RIM function very early in its history.
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has been operational: making sure the
right information is available to the
right people at the right time. OGE
has also instituted radio frequency
identification (RFID) tracking for pa-
per files because its records are highly
active and circulate frequently. A staff
of four records technicians provides
support for about 30 researchers. A
records manager was promoted from
within the ranks and now oversees
the team.

A major challenge has been space —
both electronic and physical. Space for
onsite paper records vies with space
needed to accommodate additional
employees. Some inactive files are
stored offsite, but many more are re-
tained onsite. The quest for additional
space 1s ongoing and time consuming.

OGE is aware of the Principles,
but as is common with many growing
businesses, it has not had the time or
the resources to use them in a formal-
ized way.

A Quick Assessment

OGE nonetheless could use the
Principles and the IMM to determine
what to do next. From an operations
standpoint, the company has already
achieved some of the goals associated
with the Principle of Accountability at
a Level 3 (Essential), such as having
executive awareness and sponsorship,
having a records manager, and in-
cluding electronic records in the RIM

program.

Availability also approaches a
Level 3 because there are standards
for how records and information are
stored, such as procedures for digitiz-
ing records. Also, established mecha-
nisms promote timely retrieval, and
such systems and infrastructure as
RFID contribute to the availability
of records.

A good next step would be to strive
for conformity with the Principles of
Retention and Disposition. Doing so
would help ease the ongoing space
problems by providing strong, docu-
mented guidelines for how long re-
cords must be kept and when they
may be disposed of in due course, as
long as no litigation or investigation
is pending or imminent.

Disposition, in particular, would
also encourage policies on holds, an
element that shouldn’t be overlooked
in industries that rely on contracts
and want to avoid or easily resolve
the disputes that often arise in such
situations.

As with many organizations with
young records programs, OGE has
much work ahead of it, but the Prin-
ciples and the IMM can provide an
excellent framework for how to pro-
ceed. Businesses that are growing
need to balance what must be done
to comply with external demands and
what must be done to support efficient
and effective operations. Meanwhile,
the new records manager and staff
can continue to add to their records
knowledge by tapping into their local
ARMA chapters and by making use
of ARMA International’s educational
and networking resources.

Key Take-Aways
The key lessons from the two sce-

narios are as follows:

1. Address regulatory requirements
first because non-compliance poses
areal risk to the business. Do what
is necessary to avoid risk, espe-
cially those risks that could result
in sanctions, tarnished reputation,



and the ability to continue doing

business.

2. Recognize that the Principles and
the IMM comprise a framework,
but there is no need to address
each element in a linear fashion.
Once the Principles of Compliance
and Accountability are addressed,
the next areas to conquer depend
on the organization’s operational
needs. For Arbor, it was records
classification and metadata stan-
dards, both of which resulted from
beginning a records retention and
disposition program. For OGE, it
was information availability.

3. You can’t do it all at once, so it’s
good to have a larger plan. Such
a plan can also show insiders and
outsiders how the program started,
what is in development, and what
is still to come. It indicates that
you are aware of the deficits and
have begun to address them. The
Principles and the IMM are an or-
derly, methodical approach based
on international standards. They
make a strong basis for any new
program’s development plans.

Of course, the program isn’t the
only thing that will change. As it states
in the Principles, “As a program pro-
gresses, the personnel charged with
its management will likewise progress
through a spectrum of increasing com-
petence and effectiveness.” Daunting
as it may seem, starting from scratch
can be highly rewarding — personally
and professionally — for those involved
in implementing a new RIM program
Or new program components.

Arbor and OGE are as different as
can be — different industries, different
regulations, and different approaches.
Yet, by using the Principles and the
IMM as guiding tools, both offer valu-
able lessons for organizations that are
trying to establish a records program
amidst fast growth. END

Julie Gable, CRM, CDIA, FAI, can be
contacted at juliegable@verizon.net.
See her bio on page 47.
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audit-related activities into records and information manage-
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, RIM FUNDAMENTALS

Elements to Be Assessed in a

RIM Audit

ARMA International Standards Workgroup

he classic 20th century teach-
Tings of W. E. Deming, Ph.D.,

heralding the “plan-do-check-
act” continuous feedback loop remain
a bulwark of management science,
despite the passing of many decades.
Today, through the audit process, re-
cords and information management
(RIM) professionals can heed Dem-
ing’s imperative by monitoring the
organization’s compliance with RIM
program policies and procedures. Op-
portunities for quality and perfor-
mance improvement are brought to
the fore, and the organization’s risk
exposure level is assessed. The RIM
program and the organization can
jointly benefit from these activities.

The Focus of the RIM Audit

In accordance with the approved
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RIM audit plan, data, documents,

records, and other items are gath-

ered during the course of the RIM
audit. The audit should focus on an
assessment, of:

*The completeness of RIM policies
and procedures with consideration
of all records, regardless of format/
media, as managed throughout the
lifecycle

*The currency of RIM policies and
procedures per RIM standards and
best practices

* The efficiency/effectiveness of RIM-
related software/hardware/systems

*The organization’s compliance with
RIM policies and procedures and
legal obligations

*The organization’s RIM-related risk
exposure

*Recommendations for areas pos-

sibly benefitting from changes/im-
provements
For the RIM program, these find-
ings and quality-focused suggestions
are essential facets of the audit, pro-
viding stepping stones to a higher
level of functioning. At the audit’s
conclusion, all results (including find-
ings and suggestions) are included in
the written audit report.

Legal Considerations
Legal Requirements

An organization can be subject to
many legal mandates relative to its
RIM program, including laws, stat-
utes, regulations, and ordinances. As
a result, professional legal advice may
be warranted prior to undertaking a
RIM audit. While the audit cannot
always determine whether an organi-
zation is compliant with all relevant
legal requirements, it is an opportu-
nity to make a “good faith effort” to
identify such requirements and docu-
ment the organization’s attempts to
fulfill its responsibilities. The audit
should also assess the adequacy of
the organization’s mechanisms and
protocols to monitor ongoing com-
pliance with related processes, such
as legal holds and e-discovery, in its
day-to-day operations.

Sources of legal mandates affect-
ing the RIM program may include,
but are not limited to:

* International laws or treaties

* Federal law

+ State, municipal, and/or local stat
utes, regulations, and ordinances

+ Standards and best practices and/
or guidance advisories developed
by certifying or licensing bodies
and/or specific industry or sector-
related groups

Other organizational departments
are commonly affected by legal re-
quirements, necessitating collabora-
tion with RIM professionals to facili-
tate appropriate recordkeeping. As a
result, representatives from diverse
departments or units, such as those
listed here, often participate in RIM



audit activities:

* Accounting and Taxation

* E-commerce

* Finance

* Human Resources/Labor Practices

* Insurance/Risk Management

* IT (information technology secu-
rity, privacy, and confidentiality)

* Legal and Compliance

* Physical Facilities/Environmental
Management

Legal Holds. In the United
States, when an organization faces
potential litigation, preservation of
appropriate paper and electronic re-
cords and nonrecords is an obligation
per the Federal Rules of Civil Proce-
dures (FRCP). Organizations should
have legally defensible policies and
procedures regarding legal holds and
should monitor ongoing compliance.
Failure to monitor and comply with
a hold order can result in spoliation
and/or sanctions ranging from mon-
etary penalties to investigation by
various government entities.

Areas examined during the RIM
audit and pertaining to legal holds
usually include:

* Documentation of the legal hold
process in RIM policies and proce-
dures

+ Electronic systems used for record-
keeping and legal holds activities,
e.g., electronic records manage-
ment systems, electronic document
management systems, or other
specialized electronic information
management systems utilized in
legal settings

+ Identification of individual(s) re-
sponsible for the legal hold process,
1.e., establishment of a “point of
contact”

* Method(s) by which the legal hold
is initiated and rescinded

* Method(s) by which the legal hold
is confirmed by the recipient

* Method(s) by which records and
nonrecords, as applicable, are iden-
tified for legal hold

* Method(s) by which records and
nonrecords, as applicable, are

tracked when multiple holds are
in place
* Preservation of paper and electron-
1c records and nonrecords, as appli-
cable, during the legal hold period
* International, federal, regional, in-
dustry, and/or sector-specific laws,
statutes, regulations, and ordi-
nances affecting legal holds
Given their importance, legal
holds should be included in the RIM
audit. A representative sample of cas-
es involving legal holds may be inves-
tigated to ensure they were managed
in a compliant manner. Alternatively,
if the volume of legal hold cases was
small, all cases could be examined as
part of the audit. The organization’s
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with recognized and accepted RIM
standards and best practices. The
auditor(s) should also evaluate the
organization’s RIM-related system(s)
and make recommendations, as need-
ed, pertaining to business continuity/
disaster management preparedness.

RIM professionals should update
planning documents on an ongoing
basis, communicating revisions to the
appropriate individuals within the
organization and conducting training,
as needed.

Vital records are needed for the
everyday functioning of the business.
These are the records that are es-
sential to the continuity of the orga-
nization. The audit can determine

Given their importance, legal holds
should be included in the RIM audit.

RIM professional(s) should work
closely with the auditor(s) to ensure
there is an adequate understanding
of the legal hold process.

Benchmarking against industry
best practices for legal holds allows
the auditor(s) to pinpoint areas where
improvements are recommended. The
Sedona Conference® Commentary on
Legal Holds: The Trigger and the
Process and the ARMA Internation-
al guideline Records Management
Responsibility in Litigation Support
provide further guidance.

E-Discovery. E-discovery is the
process by which electronically stored
information (ESI) is uncovered and
extracted for evidentiary purposes.
ESI should be preserved and pro-
tected from loss.

Business Continuity, Disaster
Management Planning, and
Vital Records

The RIM program should incorpo-
rate strategies for business continu-
ity/disaster management planning,
including vital records management.
The RIM audit should investigate
these program components, assess-
ing their viability and conformance

whether vital records have been
thoroughly identified and if they are
being managed appropriately per
the program’s policies and retention
schedule(s). Backups are recommend-
ed for all vital records, regardless of
record format and storage media. For
Instance, many organizations now
use electronic storage options, such
as cloud-based services, to provide
redundant, offsite preservation. The
audit should examine all vital records
backup policies and procedures.

Well-formulated business continu-
ity/disaster management planning al-
lows for any number of contingencies
or unforeseen events—both natural
or man-made, intentional or unin-
tentional.

Depending upon the business
setting, the auditor(s) may need to
address organization-specific char-
acteristics when evaluating disaster
management/business continuity
preparedness including, but not lim-
ited to:

+ Applicable legal mandates

* Socio-political, economic, and/or
cultural considerations affecting
the organization’s operations on a
temporary or long-standing basis
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+ Special or unique processes, spe-
cific to an organization’s business
or its setting, required for record
retrieval or restoration

+ The organization’s physical loca-
tion(s) and topography/ geography

* The type of organization, i.e., for-
profit, not-for-profit, or government

ARMA International provides an

American National Standard on the

topic of vital records management:

Vital Records Programs: Identify-

ing, Managing, and Recovering

Business-Critical Records (ANSI/

ARMA 5-2010). The National Fire

Protection Association (NFPA) and

acts of nature) and virtual hazards

(e.g., Inappropriate access or mali-

cious code infections).

Accordingly, the RIM audit should
examine the RIM program’s appli-
cable security operations, including
procedures, according to industry
standards and best practices in the
areas of:

* Levels of protection offered to dif-
ferent types of records, e.g., Health
Insurance Portability and Account-
ability Act of 1996 (HIPAA) regu-
lations require specific access and
storage requirements for health
records

The RIM audit should examine the
RIM program’s security operations.

Underwriters Laboratories, Inc. (UL)
have produced standards focusing
uniquely on fire protection: Standard
for the Protection of Records (NFPA
232, 2012 Edition) and Standard for
Tests for Fire Resistance of Vault and
File Room Doors (ANSI/UL 155:2009).

In addition, various disaster pre-
paredness topics are covered in online
information available from the Disas-
ter Recovery Institute International
(DRII), the Federal Emergency Man-
agement Agency (FEMA), the Library
of Congress, the National Archives
and Records Administration (NARA),
and the Northeast Document Conser-
vation Center (NDCC).

Secure Records Storage

Records need to be secure (pro-
tected) to ensure their authenticity,
integrity, and reliability; this is a hall-
mark of an effective RIM program. All
records, regardless of format, should
be protected against loss, misuse, and
inappropriate/unlawful alteration. In
addition, records containing personal
or confidential information are sub-
ject to special handling and enhanced
security measures.

Records security encompasses in-
place safeguards designed to thwart
physical damage (e.g., fire or other

INFORMATIONMANAGEMENT

* Physical protection of paper records
including, but not limited to, proce-
dures/tools/ construction materials
applicable to buildings, e.g., records
centers; records storage-related
equipment, e.g., file cabinets and
vaults; and monitoring devices,
e.g., temperature/humidity con-
trol instruments and surveillance
cameras

* Virtual protection of electronic
records including, but not limited
to, access procedures/tools, cloud
storage-related activities, malware
prevention/detection processes, and
software/systems design and func-
tioning

The RIM audit should examine
the organization’s ability to secure
its records according to RIM program
policies and procedures and RIM/non-

RIM standards and best practices, as

well as applicable legal mandates.

Further standards and best prac-
tices guidance on security matters
related to RIM practices, including
cloud-based storage, internal and
external environmental factors for
records stored on physical media, and
records center operations, may be ob-
tained from ARMA International’s

Guideline for Outsourcing Records

Storage to the Cloud and Records Cen-

ter Operations (ARMA TR 01-2011).
Other sources include: the Inter-
National Committee for Information
Technology Standards (INCITS),
the American National Standards
Institute (ANSI), the International
Organization for Standardization
(ISO), and the National Institute of
Standards and Technology (NIST).

Secure Records Storage During
the RIM Audit

An onsite room or office, with a
lock for security purposes, should be
provided for the auditors’ use during
the RIM audit. Records used by the
auditor(s) may be kept in that space
until the audit’s close. A checklist or
log should be maintained to track the
location and utilization of physical
records examined as part of the audit.
Electronic records stored in various
automated systems, databases, or
other locations may be involved in
audit activities. Computer access to
records should be password protected
with appropriate safeguards, such as
encryption, to ensure records’ continu-
ing authenticity, integrity, and reli-
ability. For electronic records, access-
related metadata should be logged
and retained. Upon completion of the
audit, the chain of custody detailing
the transfer of physical and electronic
records to/from the auditor(s) should
be documented in the audit report and
retained per the retention schedule.

Electronic Records Management
Systems Design

ARMA International’s Glossary
of Records and Information Man-
agement Terms, 4th edition (ARMA
TR 22-2012) defines an electronic re-
cords management system (ERMS)—
which is sometimes referred to as an
electronic recordkeeping system or
electronic records management ap-
plication— as “a system consisting of
software, hardware, policies, and pro-
cesses to automate the preparation,
organization, tracking, and distribu-
tion of records regardless of media.”
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The definition also notes that such a
system includes retention schedul-
ing and disposition capabilities. The
way(s) organizations choose to de-
sign and implement these systems
are examined in the RIM audit. While
other types of information systems
proliferate, including those uniquely
designed for content and/or document
management within the organization,
this discussion is limited to systems
characterized as ERMS.

in a file plan?

Records Disposition:

* Does the system allow every record
stored in the system to be linked—
either directly or via the file plan—
to disposition instructions?

+ Can the system demonstrate, via
report generation, that every record
and/or file stored in the system is
linked to disposition instructions?

* Can the system identify, via report
generation, all records and/or files

As part of the audit ... ERMS issues
should be considered.

As part of the audit, these ERMS
issues should be considered:

System Scope:

* Do policies and procedures delin-
eate what records should—and
should not—be stored in the sys-
tem, as well as who should file them
and when they should be filed?

* What steps are taken to ensure that
policies and procedures are prop-
erly executed?

Records Identification:

* Does the system allow for the desig-
nation of a file stored in the system
as a record (i.e., one file equals one
record)?

* Does the system allow for the desig-
nation of a set of files stored in the
system as one or more records (i.e.,
one file contains multiple records,
multiple files contain the compo-
nents of one record, or multiple files
contain the components of multiple
records)?

+ Can the system demonstrate, via
report generation, that every file
and/or record in the system is as-
sociated with one or more record(s)
and/or file(s)?

File Plans:

* Are file plans in place?

* Does the system allow every re-
cord to be linked to an item in a
file plan?

+ Can the system demonstrate, via
report generation, that every record
in the system is linked to an item
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subject to a particular set of dispo-
sition instructions?

* Can the system ensure that every
file associated with more than one
set of disposition instructions is
retained for the longest retention
period in any of those disposition
instructions?

* Are policies and procedures in place
to ensure that only authorized per-
sonnel can execute disposition in-
structions within the system?

* Is the system monitored to ensure
disposition instructions are prop-
erly executed for all records in the
system?

Legal Holds:

* Does the system allow for the sus-
pension of disposition instructions
for records subject to a legal hold?

* Are policies and procedures in place
to ensure that no records under a
legal hold order are destroyed?

Conversion/Migration Strategy:

+ Can the system easily export re-
cords and their associated metada-
ta if conversion to another system
is necessary?

* Are policies and procedures in place
to periodically assess the need to
migrate records and associated
metadata to a new system?

Within the past two decades, the

U.S. Department of Defense (DoD)

created DOD 5015.2-STD, Design

Criteria Standard for Electronic

Records Management Applications.

This de facto standard provides ad-
vice for ERMS deployment, and the
U.S. National Archives and Records
Administration (NARA) supports its
use by all federal government agen-
cies. ARMA International’s technical
report Using DoD 5015.2-STD Out-
side the Federal Government Sector
(ARMA TR 04-2009) offers assistance
when using this standard in other
types of organizations.

Increasingly, organizations are
amassing large collections of data
and information, whether via social
media tools, electronic messaging
applications, and/or cloud-based
platforms. Sometimes, these content
caches exist beyond the boundaries of
traditional ERMS. In conducting an
audit, it is important to investigate
how the RIM program handles these
other data and information sources
to ensure that all records are prop-
erly identified, managed, and stored,
regardless of point of origin.

ARMA International’s American
National Standard Implications of
Web-based Collaborative Technolo-
gies in Records Management (ANSI/
ARMA 18-2011) and its related tech-
nical report Using Social Media in
Organizations (ARMA TR 21-2012)
are useful reference publications for
this purpose.

Learn More

For a comprehensive discussion
of auditing a RIM program, see the
technical report Auditing for Records
and Information Management Pro-
gram Compliance (ARMA Interna-
tional TR 25-2014). It is available
for purchase at www.arma.org/
bookstore. END
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