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Collaboration Ensures 
RIM Career Success and Growth 

INFOCUSA Message from the Editor

Wherever you are along the 
records and information 
management (RIM) career 

ladder, good collaboration skills are 
among the most critical to your being 
effective in your current role and to 
climbing to a higher rung. This is-
sue’s articles describe the valuable 
collaborative roles you can play in 
several business functions, includ-
ing legal and technology initiatives.

Richard Vestuto, J.D., and Bill 
Piwonka write in the cover article 
that because legal holds “intersect 
with business units across the orga-
nization, including legal, IT, records 
management, HR, and compliance, 
among others,” a steering commit-
tee comprising these stakeholders is 
essential to ensuring that the orga-
nization’s preservation protocols are 
applied consistently.

In “RIMS’s Role in Harnessing the 
Power of Big Data,” author Kevin L. 

Dale, CRM, says RIM professionals 
can help solve the big data problems 
that come with disorganized, duplica-
tive, poor quality data. “Big data can 
partner with RIM to reduce the costs 
of identifying, preparing, and analyz-
ing data,” Dale writes. Further, he 
says, “By creating synergies between 
RIM and the big data program staff 
and integrating RIM principles into 
all processes that ‘touch’ data, orga-
nizations can forge and maintain a 
sustainable path to the information 
governance (IG) needed to ensure 
high-value data.”

As the foundation of IG, RIM must 
be effective to ensure positive out-
comes from audits, Julie Gable, CRM, 
CDIA, FAI, writes in the Principles 
Series article. “An IG program based 
on the Generally Accepted Record-
keeping Principles® (Principles) and 
the Information Governance Matu-
rity Model (IGMM) goes a long way 
to show that the organization takes 
its information management respon-
sibilities seriously,” she says. “Used 
well, these comprehensive tools guide 
in developing and sustaining an IG 
program that delivers reliably during 
even the pickiest inspections.” 

It also delivers in disaster scenar-
ios. In “Planning for and Managing 
During a Paper Document Disaster,” 
William R. Gulley, Jr. writes that RIM 
best practices are not only fundamen-
tal to an organization being prepared 
for a disaster, but also to it respond-
ing efficiently and getting a favorable 
insurance settlement.

To close the issue, an excerpt from 
the upcoming third edition of Records 
and Information Management: Fun-
damentals of Professional Practice 
by William Saffady, Ph.D., FAI, em-
phasizes that “Information is a col-
laborative initiative that requires the 
involvement and expertise of multiple 
stakeholders.” In addition to records 
management, Saffady identifies IG 
stakeholders as IT, information secu
rity, risk management, legal, compli
ance, and business units that have or 
supervise control of information.

To be sure, RIM professionals who 
collaborate regularly with other IG 
stakeholders will broaden their skill 
sets, be sought out for their expertise, 
and find themselves in a good position 
for advancement.

How else can we help you excel in 
your career? Let us know at editor@
armaintl.org.

Correction: In the print edition of the 
May/June 2015 Information Manage-
ment, we should have included this 
disclaimer for “Avoiding the Ham-
mer: Defensible Strategies for FRCP 
Proposed Rule 37(e)” by Katherine 
Aversano, J.D., and Joe Starnes, J.D.: 
“The views and opinions expressed in 
this article do not necessarily repre-
sent the position of the Department 
of Justice, the United States, or any 
agency thereof.”  We apologize for       
this error.

Vicki Wiler
Editor in Chief

mailto:editor@armaintl.org
mailto:editor@armaintl.org




6  JULY/AUGUST 2015  INFORMATIONMANAGEMENT

UPFRONTNews, Trends & Analysis

E-MAIL 

NARA Develops E-mail Retention Schedule
In a recent FCW article, Paul 

Wester, chief records officer for the 
U.S. government, said, “Our archi-
vists who deal with the permanent 
records, some of them are a little 
frustrated with this approach be-
cause they know that they’re going 
to be getting these large volumes, 
which still will contain lots of not 
very substantive records within 
them.”

As the article pointed out, e-
mail management has become a 
charged issue given the publicity 
around former Secretary of State 
Hillary Clinton using a personal 
e-mail server for State Depart-
ment business. Just as her staff 
had to cull through tens of thou-
sands of e-mails to separate the 
official from the non-official, so will 
others subject to Capstone – with 
the exception of those mentioned 
above whose records are deemed 
permanent by default. This can 
be a manual, automated, or hybrid 
process.

Although there is software that 
analyzes e-mail content, selects 
relevant e-mail, and deletes the 
chaff, it is not used much in gov-
ernment yet, pointed out Adam 
Mazmanian, a senior staff writer 
who covers Congress, health IT, 
and government-wide IT policy. 

With the 2016 year-end 
deadline for managing 
all records electronically 

on the horizon, the National Ar-
chives and Records Administration 
(NARA) is preparing new rules and 
guidelines to help U.S. federal agen-
cies meet the requirements of the 
2011 presidential directive on man-
agement of government records. 

NARA is putting the finishing 
touches on a retention schedule for 
retaining e-mail as part of imple-
menting its Capstone program. 
The schedule is to designate as 
“permanent” the records of certain 
senior officials – such as all heads 
of department, deputies to senior 
officials, staff assistants, and chief 
executive officers – for transfer to 
the National Archives after declas-
sification or 15 years, whichever 
is longer. 

Federal agencies are not re-
quired to adopt Capstone, but they 
do have to meet the deadline set by 
the presidential directive, and their 
plans must be approved by NARA.

“Capstone dispenses with con-
tent analysis,” said NARA Gen-
eral Counsel Gary Stern during 
a forum with agencies and other 
stakeholders in May. “It’s a crude, 
simplistic approach. It may not be 
great, but it’s better than the exist-
ing approach.”

E-DISCOVERY

Proposed Federal        
Rules Advance

The Supreme Court of the 
United States has given the 
proposed changes to the U.S. 

Federal Rules of Civil Procedure 
(FRCP) its blessings. Now the 
rules await Congressional approv-
al, which, if everything goes ac-
cording to plan, will have the rules 
going into effect December 1, 2015.

Amendments to Rule 37(e) spe-
cifically address electronic discov-
ery. In brief, the revisions provide 
a unified standard for the courts to 
use in situations where electroni-
cally stored information (ESI) is 
not properly preserved.

If ESI that should have been 
preserved for a legal hold is lost 
because the party didn’t take the 
appropriate steps, and it can’t be 
easily reproduced, it’s up to the 
court to determine a remedy that is 
“no greater than necessary to cure 
the prejudice.” Only if the court de-
cides the offending party destroyed 
the ESI intentionally can it choose 
to issue an adverse inference, jury 
instruction, or dismissal. 

The other FRCP amendments 
focus on the importance of co-
operation, proportionality, and 
reasonableness in discovery. Part 
of the goal is to minimize delays 
and control the mushrooming costs          
of producing documents during 
discovery.  
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E-DISCOVERY

Survey Identifies Top E-Discovery Challenges

In-house legal and IT professionals involved in electronic discovery 
who were recently asked what their biggest e-discovery challenge 
is named the following:
•• Locating potentially responsive data (36%)
•• Controlling the amount of data sent for outside review and man-

aging multiple e-discovery projects at once (14% each)
•• Defensibly deleting data that was on legal hold (13%)

The survey, which was conducted by Exterro, offered the following 
four tips for addressing these challenges.
1.	 Implement an information governance program that enables you 

to know where the data is.
2.	 Integrate with commonly collected data sources for streamlined 

data collection.
3.	 Leverage new e-discovery technology that enables legal teams 

to rapidly identify and locate the most important documents 
before collection.

4.	 Develop repeatable, predict-
able processes between the 
identification, collec-
tion, processing, 
and analysis 
stages.

MOBILE

Is Your Mobile Policy 
Ready for Wearables?

The next big trend in mobile 
computing is wearables, such 
as a Fitbit, the Apple watch, 

and Google Glass. We’re clearly 
still in the early-adopter phase, 
but consider how quickly smart-
phones changed the way people 
do business.

Like most new technologies, 
wearables bring both exciting op-
portunities and serious challenges. 
While they can put the data within 
a short glance of the wearer, they 
can also present privacy and data 
security concerns. 

“Employers would have to ad-
dress those [concerns] head on, and 
be prepared to answer an array of 
questions—for starters, what data 
will be tracked? How will the data 
get stored? Who in the organiza-
tion will have access to it? How will 
the information be used,” warned 
Alberto Torres, chief executive of-
ficer of Atheer Labs, in a recent 
guest article in ReadWrite.

This is likely to be true for all 
wearables. Torres pointed out that 
the medical sector, which has been 
an early adopter of many technolo-
gies (including tablets), has shown 
great interest in such gadgets as 
Glass. For example, Glass puts 
critical medical information in the 
literal view of doctors as they treat 
their patients, but it raises privacy 

concerns. During a patient visit, 
what information can/should doc-
tors capture? Have patients given 
their permission to be recorded? 
How are files stored or shared and 

with whom?
Torres noted that these types of 

concerns are not insurmountable 
and may well be outweighed by the 
benefits of using the technology.
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UPFRONT

PRIVACY

U.S., French Patriot Acts Meet Different Ends

In early May, as U.S. lawmakers were preparing to narrow the 
scope of the USA Patriot Act in light of opposition to the National 
Security Agency (NSA) surveillance made public in recent years, 

French lawmakers were passing their own legislation to expand 
state surveillance.

France’s National Assembly passed legislation that grants the 
state sweeping surveillance rights, despite loud opposition from 
civil rights groups, which have reportedly dubbed it the French 
Patriot Act. It is one of several government reforms introduced 
following the terrorist attacks in Paris in January. 

According to news channel France 24, the country is still on 
high alert and has received repeated threats from jihadist groups, 
including the Islamic State (IS) group in the Syria-Iraq region. It 
is also struggling “to keep up with the hundreds of French citizens 
who travel to and from battlefields in Iraq and Syria to wage jihad, 
often lured over the Internet,” reported the New York Times. 

The new law would give French intelligence services the right 
to gather potentially unlimited electronic data on such suspected 
terrorists. It would allow them to tap cellphones, read e-mails, and 
force Internet providers to allow government access to their subscrib-
ers’ communications. In other words, it would allow them to collect 
bulk information and analyze metadata in much the same way the 
NSA did – the very thing U.S. lawmakers were seeking to limit. 

The intelligence services could also request permission to hide 
microphones in a room or on objects, such as on cars or in comput-
ers, or to place antennas to capture telephone conversations or 
mechanisms that capture text messages, the New York Times said. 
Both French citizens and foreigners could be tapped. Civil rights 
groups fear such access could easily and quickly extend to others 
the state deems a threat. The senate is expected to pass the law 
prior to its summer recess.

Meanwhile, in Washington, D.C., lawmakers allowed a portion 
of the USA Patriot Act to expire in early June and then passed 
the U.S. Freedom Act, which leaves it to phone companies, rather 
than the federal government, to gather and store metadata – the 
numbers called and the time and length of calls – but not content. 

U.S. officials will be able to access the data only after secur-
ing a warrant from a special court. According to an article in the 
Christian Science Monitor, a panel of civil liberty advocates will 
argue for privacy at the special court. The government has until 
the end of the year to make the transition.

INFO SECURITY

Compliance ≠ Security

T he majority – 61%, to be 
precise – of IT professionals 
surveyed in April at the 2015 

RSA Conference said their orga-
nizations had implemented an IT 
security product simply to satisfy 
a compliance requirement, which 
actually put the organization’s data 
at greater risk. 

This is one of several factors 
that prompted 71% of the respon-
dents to fear for their organiza-
tion’s data security. The other 
major contributors were:

•• IT security products not 
being used to their full po-
tential (cited by 70% of re-
spondents)

•• The difficulty of finding 
skilled IT security person-
nel (reported by 85%)

•• Cyber attacks evolving too 
quickly for IT pros to keep 
pace (76%)

Lieberman Software’s annual 
Information Security Survey was 
conducted during the 2015 RSA 
Conference because its attendees 
include IT security professionals 
from all regions of the world and all 
major vertical markets. 
It is available at http://
go.liebsoft.com/2015-
information-security-
survey.
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RISK MANAGEMENT

NIST Releases Draft 
on Privacy Risk 
Management

The U.S. National Institute of 
Standards and Technology 
(NIST) recently released for 

public comment the draft “Pri-
vacy Risk Management for Fed-
eral Information Systems,” which, 
among other things, establishes 
a common vocabulary and a risk 
model for assessing privacy risk 
in information systems.

“Risk management methods 
provide systematic ways to iden-
tify and address risk and have 
proven effective in areas such as 
cybersecurity, safety and finance,” 
says Naomi Lefkovitz, senior pri-
vacy policy advisor at NIST. “We 
see a great deal of potential for 
these methods to help agencies de-
sign and manage federal informa-
tion systems that minimize risks 
to privacy.”

Lefkovitz told LegalTech News 
that the impetus for the frame-
work stemmed from a need to deal 

surement agency after all.”
The framework focuses on best 

practices for the internal produc-
tion and processing of private in-
formation. It leaves guidelines for 
dealing with cyber attacks and 
information recovery to cyberse-
curity research.

The comment period for 
the draft, which was available 
at http://csrc.nist.gov/publi 
cations/drafts/nistir-8062/
nistir_8062_draft.pdf, was to close 
on July 13, 2015.

with the challenges of protecting 
personal data.

“The first trigger was inter-
nal, we’re working on research 
concerning Big Data, smart grid, 
cybersecurity, and Internet of 
Things, and one thing they all 
have in common is there are im-
plications for privacy. We had a 
need to think about how to con-
sider privacy implications of these 
technologies in a consistent and 
repeatable, and measurable way,” 
Lefkovitz said. “We are the mea-

Technology-assisted review 
(TAR), also known as pre-
dictive coding, continues to 

gain the support of federal courts. 
Magistrate Judge Andrew J. Peck 
of the U.S. District Court for the 
Southern District of New York, 
one of the first judges to endorse 
TAR, recently proclaimed that the 
right to use TAR for high-volume 
electronically stored information 
(ESI) cases is “now black letter 
law,” reported Bond Schoeneck & 
King PLLC. Peck’s statement was 
part of his discussion in Rio Tinto 
PLC v Vale S.A., et al. 

The court’s growing acceptance 
of TAR is expected to affect all 

ing. “As more courts tout the preci-
sion of TAR, requesting parties are 
ever more likely to demand that 
producing parties use this sophisti-
cated technology to ensure that the 
maximum number of responsive 
documents are being unearthed,” 
predicted Bond Schoeneck & King.

In large-volume ESI cases in 
which TAR would be appropriate, 
it may be wise to use the technol-
ogy from the start and develop 
a protocol to ensure the selected 
technology is both defensible and 
transparent, the attorneys ad-
vised. It would maximize cost-sav-
ings and minimize the likelihood 
of expensive discovery disputes.

E-DISCOVERY

Courts Continue to Endorse Predictive Coding

producing parties in future cases, 
regardless of whether they would 
prefer to use traditional keyword 
searching instead of predictive cod-
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UPFRONT

$2.2 million to $4.7 million, U.S.) 
as compared to £600,000 to £1.15 
million ($900,000 to $1.7 million) 
the prior year. Smaller businesses 
didn’t fare much better as the av-
erage cost climbed to £75,000 to 
£311,000 ($112,500 to $466,500) 
from £65,000 to £115,000 ($97,500 
to $172,500) in 2014. 

The type of attacks didn’t show 
such dramatic change. The major-
ity of them (60%) came from exter-
nal threats for larger businesses, 
38% for smaller businesses. That 
compares to 55% and 33% in the 
2014 report.

When asked specifically about 

ELECTRONIC RECORDS

NARA Creating Registry for Controlled, 
Unclassified Information 

The National Archives and Records Administration (NARA) 
is nearing completion of rules for managing the exten-
sive volumes of controlled, unclassified information (CUI) 

the U.S. government generates. Reflecting input from agencies, 
the new rules establish 23 categories and 82 subcategories of 
CUI in a registry, with links to the statutory or regulatory ba-
sis for keeping the information under wraps, reported FCW.

Comments on the rules were due to NARA by July 7. The final 
rules are expected before the end of this year, at which time a three- 
to four-year phased implementation will begin. The greatest change 
for agencies is that they will need to mark CUI documents prior to 
dissemination rather than after. NARA is developing a marking 
handbook with input from agencies. 

CYBERSECURITY

Cost of UK Cybersecurity 
Breaches Doubles

The average cost of the worst 
single security breach expe-
rienced by UK businesses of 

all sizes has risen sharply over the 
last year, according to the Infor-
mation Security Breaches Survey 
2015 commissioned by the UK’s 
Department for Business, Innova-
tion and Skills (BIS). Breach costs 
include elements such as business 
disruption, lost sales, recovery of 
assets, and fines and compensa-
tion.

Costs have more than doubled 
for larger businesses (more than 
500 employees), ranging from 
£1.46 million to £314 million (about 

the cause of the worst breach ex-
perienced, 50% were the result of 
inadvertent human error, up from 
31% in 2014. That’s even though 
72% of large businesses and 63% 
of smaller businesses provide on-
going security awareness training 
for their employees. 

To assist businesses in their 
efforts to secure their data, the UK 
government has issued “10 Steps 
to Cyber Security” advice sheets. 
They offer guidance in a variety 
of areas, including information 
management, security manage-
ment, network security, and user 
education and awareness. 

90/70
The percentage of large and 
small-to-midsize UK busi-
nesses, respectively, that 
has suffered an information 
security breach.
Source: Information Security Breaches 
Survey 2015, PwC
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CYBERSECURITY

India Wants to Become 
Cybersecurity Hub

In March, India Prime Minister 
Narendra Modi called on his 
country’s IT industry and youth 

to help address the global cyber-

security challenge. Three months 
later, the industry’s lobby group 
Nasscom announced it was heed-
ing the call and had formed the 
Nasscom Cyber Security Task 
Force with its goal to make India 
the hub of cybersecurity research, 
training, and products, reported 
the Economic Times. It will pres-
ent a comprehensive cybersecurity 
plan within the next year.

“This task force will study the 
Indian cyber security ecosystem 
to identify issues and challenges 
and develop an action plan to ad-
dress the priority issues,” said BVR 
Mohan Reddy, chairman of Nass-
com. “It will also identify possible 
intervention opportunities for the 
Indian IT industry in global cyber 
security space and bring together 
stakeholders from across the board 
to develop cutting-edge technolo-

gies and address the global market 
requirements.” 

The task force will include four 
working groups focused on industry 
development, policy enablement, 
technology development, and skill 
development, the Economic Times 
article stated. Their recommenda-
tions will be the foundation for the 
country’s cybersecurity plan.

In the meantime, the National 
Cyber Security Policy of India 
strives to create a half-million 
skilled cybersecurity workers in In-
dia by 2018. The number of cyber-
security professionals is increasing, 
but quality is the major concern. 

“The challenge is finding that 
ultra-specialized group of people 
[in cyber security],” said the task 
force chair, Rajendra Pawar. This 
challenge exists not only nation-
ally, but globally.
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UPFRONT

insiders 16%, malware 16%, and 
phishing attacks 14%. 

While the healthcare industry 
was affected most – largely due 
to strict data breach notifi-
cation laws healthcare 
providers must fol-
low – no industry is 
immune from threats 
to its sensitive informa-
tion. 

“It is important for com-
panies to understand that data 
security is not just an issue for 
retailers, financial firms and hos-
pitals. Incidents do not only occur 
at businesses that have payment 
card data or protected health infor-
mation. Privacy and data security 
issues are firmly entrenched as a 
significant public and regulatory 

CYBERSECURITY

Survey Cites Human 
Error as Biggest Cause 
of Data Breaches

External cybersecurity breaches 
get the headlines, but evidence 
points to human error as a 

greater cybersecurity threat for 
organizations of all sizes.

A data security incident re-
sponse report released in May by 
BakerHostetler revealed that in 
the 200-plus cases its firm advised 
on in 2014, human error was the 
top cause of data security incidents. 
Employee negligence was respon-
sible 36% of the time, while theft 
by outsiders was 22%, theft by 

concern and a risk that executive 
leadership and boards of directors 
must confront,” stated the report’s 
authors.

Other findings noted in the re-
port include:

•• Not all security lapses involved 
the theft or hacking of electron-
ic records; 21% involved paper 
records.

•• 58% of the incidents required 
notification of affected indi-
viduals, based on state breach 
notification laws.

•• Credit monitoring was offered 
in 67% of the incidents.

•• In 75 incidents where notifica-
tion letters were mailed, only 
five of the companies faced liti-
gation by potentially affected 
individuals.

•• For incidents involving stolen 
payment card data, PCI Data 
Security Standards fines for 
non-compliance ranged from 
$5,000 to $50,000 per matter. 
Initial demands for operating 
expense and fraud assess-
ments ranged from $3 to $25 
per card involved.
“Our analysis shows that 

best-in-class cyber risk manage-
ment starts with awareness that 
breaches cannot be prevented en-
tirely, so emphasis is increasingly 
on defense-in-depth, segmenta-
tion, rapid detection and contain-
ment, coupled with ongoing effort 
to monitor threat intelligence and 
adapt to changing risks,” the au-
thors advised.

RECORDS AND INFORMATION MANAGEMENT

AU National Archives Issues RIM ‘Capability Matrix’

Because managing an organization’s records and information is each 
employee’s responsibility, the National Archives of Australia devel-
oped a “capability matrix” that outlines the skills and knowledge 

each one needs to enable an organization to transition to fully electronic 
information management and ensure its information assets remain ac-
cessible and usable over time.

“Rapid advances in technology, the growing volume of information, 
and the increasing complexity of the online environment all mean that 
Australian government Agencies face significant challenges in managing 
their business information,” stated Director-General of National Archives 
David Fricker when announcing the matrix, as reported by PS News.

The matrix addresses the capabilities for all staff, for information 
communication technologies specialists, and for records and informa-
tion management specialists and is designed to be used in conjunction 
with the Australian Public Service Commission Integrated Leadership 
System, which has a stronger focus on behaviors.
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Global organizations are 
increasingly f inding 
themselves in a difficult 

position in their attempts to ad-
dress cross-border discovery. 

If they comply with U.S. data 
preservation obligations, they 
could violate the rights of employ-
ees, customers, or other individu-
als under EU and other countries’ 
international data protection laws. 
But, if they abide by individual 
countries’ data protection laws, 
they risk potentially devastating 
spoliation sanctions in U.S. courts, 
explained e-discovery experts 
Jeane Thomas and Brad Davis in 
a recent Corporate Counsel article.

Bridging that gap is challeng-
ing, if not impossible. Thomas and 
Davis offered some practical steps 
counsel could take before and after 
litigation to minimize the conflict.

•• Retain records only as long 
as required by law or busi-
ness necessity. This will 
limit the volume of personal 
data that may be subject to 
preservation requirements. 

•• Institute a litigation-readi-
ness program.

•• Educate foreign business 
units with the concept and 
requirements of U.S. dis-
covery.

•• Foster transparency. “Ad-
vise employees through poli-
cies and specific notices that 
the company may be required 
to preserve and collect work-
related email and other data 
containing personal informa-
tion in the event of U.S. litiga-
tion or an investigation.”

•• Ask for consent. It may not 
be considered sufficient under 
foreign law, but explaining to 
affected employees why you 
need access to their data and 
what you intend to do with it 
and asking for their written 

consent “demonstrates re-
spect for foreign data protec-
tion laws and the employee’s 
individual rights.”

•• Preserve data in place. 
Avoid “imaging, harvesting, 
relocating or otherwise alter-
ing the data,” particularly be-
fore you know what’s needed. 

•• Tailor legal holds, par-
ticularly for non-U.S. cus-
todians. Instead of issuing 
a company-wide legal hold, 
ask the necessary custodians 
to preserve data related to a 
particular transaction, activ-
ity, or issue.

•• Address foreign data-pres-
ervation issues with oppos-
ing counsel. Discuss ways to 
limit the scope of non-U.S. 

data preservation obligations 
by narrowing discovery re-
quests and focusing on avail-
able U.S. sources first.

•• Ask the court for a stipu-
lation or court order. This 
should address “limitations 
and requirements for the 
preservation and production 
of non-U.S. personal data, in-
cluding restrictions on use and 
dissemination of the data and 
providing confidentiality and 
security protections.”

•• Release preservation mea-
sures as early as possible. 
Once you know non-U.S. data 
is no longer subject to U.S. 
preservation obligations, re-
turn it to normal data man-
agement practices.

E-DISCOVERY

The Challenges of Cross-Border Discovery
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UPFRONT

CYBERSECURITY

Employee Cybersecurity 
Training Tips

Hackers prey on the most 
vulnerable links in your 
company’s security – your 

employees. That’s why they use 
phishing e-mails, malware-laden 
messages that appear harmless 
to the untrained employee’s eye. 
It’s imperative for organizations to 
train their employees in the best 
cybersecurity practices. Entrust, 
an identity-based security solution 
provider, suggested the following 
basic practices for all employees:

Avoid any e-mail that asks for 
username/password information – 
even if it’s on their personal device. 
Connecting an infected personal 
device to the company network can 
infect other devices on the network. 
No legitimate service or website 
will ask users to transmit sensi-
tive account-related data over e-
mail. Make it clear that employees 
should enter sensitive data only on 
sites that have been administra-
tively vetted or after consulting 
with IT.

Have open discussions about 
cybersecurity around the office. The 
most important step in getting peo-
ple to be proactive about an issue 
is to promote awareness about it. 
Just setting aside five to 10 min-
utes at a company-wide meeting 
to discuss emerging threats and 
to share safe computing tips from 
the IT team can make a huge dif-
ference.

CLOUD

The Top Trends Driving Cloud Use

There are many ways to leverage the cloud. Some can make you a hero, 
others can be disastrous. To understand both scenarios, it helps to 
look at how others are using the cloud. According to a recent Cloud 

Computing Magazine article by Mike Chase, J.D., executive vice president 
and chief technology officer for the cloud service provider dinCloud, some 
of the top trends are:

•• Virtual offices for disaster recovery – Companies intent on staying in 
business no matter what are leveraging the cloud to relieve concerns 
about the effects of such emergencies as environmental disasters, 
global terrorism, criminal activity (internal and external), and shift-
ing legal/political landscapes. Setting up virtual offices with servers, 
desktops, file shares, and everything synced to the cloud can make 
business continuity easier.

•• Desktop as a service – The cloud can offer so much more than the 
typical enterprise desktop. There are fewer licensing headaches and 
the cloud may have functionality that is not even available at the 
enterprise level.

•• Regulatory relief – “Cloud has become the best way to meet new 
regulatory challenges because regulatory requirements around physi-
cal facilities hosting sensitive customer data can be a real drain on 
time/money/resources,” stated Chase. “Security guards, cameras, 
logs, man-traps, cages, availability, become a real headache.”

•• Security – Cloud-based security can be licensed monthly and is 
scalable. There also is a huge marketplace of cloud-based tools 
from which to choose. Leveraging the cloud can provide a depth 
of security not possible at the enterprise level.

•• Mobile – The cloud makes it easy to tie servers, desktops, and 
cloud storage to an existing Microsoft Active Directory, keeping 
full policies and permissions intact across most, if not all, mobile 
devices.
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E-MAIL

E-Mail Overload Has 
Predictable Results 

Knowledge workers today are 
dealing with e-mail over-
load, a perception that they 

send, receive, and process more 
e-mails than they can handle, 
find, or process on a daily basis. 
Interestingly, on average, those 

shorter replies,” and they often 
reply faster.

Some of the key findings of 
the research, as summarized in a 
blog post by the Information Gov-
ernance Initiative (IGI), were:

•• People generally reply 
quickly to e-mails, most 
often within an hour of re-
ceiving a message.

•• Younger users reply faster 
to messages than their 
older peers, and they send 
shorter responses.

•• Women are slightly more 
affected by e-mail overload 
than men, but the differ-
ence is negligible.

•• E-mailing behavior is pre-
dictable; the research team 
was able to forecast the 
time and length of a reply, 
as well as when a conver-
sation between two people 
will end with high accuracy.

“These findings could be used 
in designing better email clients 
that help people deal with email 
overload,” Farshad Kooti, a Ph.D. 
student at the University of South-
ern California who conducted the 
research with four colleagues, told 
IGI.

The full report can be ac-
cessed at http://arxiv.org/pdf/ 
w1504.00704v1.pdf. END

who receive 100 or more e-mails 
each day can respond to only about 
5% of them, according to a report 
on a recent study of 2 million us-
ers exchanging 16 billion e-mails 
over several months, “Evolution of 
Conversations in the Age of Email 
Overload.” 

In short, the researchers found 
that “as users receive more email 
messages in a day, they reply to 
a smaller fraction of them, using 

EHRs

Overcoming Health Information Blocking

The ability to share medical records electronically is a critical 
element in creating an effective healthcare system. So, why isn’t 
it happening? According to a recent New York Times article, too 

often it’s because that transfer is being blocked by the developers of 
the technology or “greedy medical centers that refuse to send records 
to rival providers.”

The Office of the National Coordinator for Health Information Tech-
nology (ONC) recently presented a report to the U.S. Congress about 
the issue and provided criteria for identifying it and distinguishing it 
from other barriers to inoperability. ONC stated that it’s difficult to 
assess the full extent of the problem, especially because of contractual 
restrictions imposed by software developers on their clients.

According to the report, ONC is already taking steps to target, deter, 
and remedy information blocking, including strengthening in-the-field 
surveillance of health IT certified by ONC. Many of the requirements 
for certification are aimed at enabling information-sharing between 
systems. Tightening standards is another step being taken.

“One of the most effective ways to reduce information blocking is 
to promote transparency in the health IT marketplace,” the ONC told 
Congress. “Providing customers with more reliable and complete infor-
mation about health IT products and services would make developers 
more responsive to customer demands and help ameliorate market 
distortions that enable developers to engage in certain opportunistic 
and other behavior that raises serious information blocking concerns.”

The office also noted that congressional action may be needed to 
address some issues that are beyond the reach of current federal law 
and programs. 
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Many organizations struggle to develop a cost-effective and defensible hold process. This 
article provides six steps to help organizations plan, automate, and communicate a legal hold 
process that will improve efficiency, reduce risks, and meet their preservation obligations.

Richard Vestuto, J.D., and Bill Piwonka

Preservation Hold Process
Critical Steps to Creating a Consistent
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or thousands of employees that are 
dispersed geographically and spread 
among a number of business units. 
The legal team needs to be able to 
create, acknowledge, and track legal 
holds efficiently. Simply sending out a 
legal hold notification e-mail does not 
equate to a defensible process.

Basic Steps 
Following are basic steps organiza-

tions should consider to help ensure a 
defensible preservation process:
1.	 Confer with key stakeholders, in-

cluding information technology 
(IT) and human resources (HR), to 
confirm that every person related 
or potentially related to the legal 
matter understands the scope of 
the preservation obligations.

2.	 Suspend any automatic deletion 
or purging of e-mail and other key 
information systems by taking 
these actions:
a.	 Pull current backup tapes 

from rotation or recycling to 
ensure data is preserved with-
out risk of spoliation.

b.	 Identify any laptop/desktop 
backup routines running on a 
scheduled basis and archive 
the most recent backups.

c.	 Stop recycling or reissuing 
hardware.

d.	 Stop purging user accounts 
and individual network shares 
for departed employees.

3.	 Issue legal hold notices when liti-
gation is reasonably foreseeable, 
which is usually before notice of 
suit is given. 
a.	 Write the notice in “plain Eng-

lish,” describing the nature of 
the matter and the issues at 
hand.

b.	 Give clear instructions to em-
ployees not to modify, destroy, 
delete, or hide any electronic 
or hard copy data related to 
the commenced or anticipated 
litigation or investigation, in-
cluding all paper or ESI, other 
data stored on the company’s 

Any organization subject to large, 
complex, high-stakes lawsuits or 
investigations requires a repeat-

able process for preserving potentially 
relevant electronically stored infor-
mation (ESI). Yet for many organi-
zations, the preservation process is 
often chaotic, time-consuming, and 
error-prone. This is often because 
they rely on disparate technologies 
or manual processes to support preser-
vation efforts, with potential mistakes 
occurring due to poor coordination 
and sloppy hand-offs. These errors 
are frequently amplified by the many 
complexities and challenges that 
can complicate preservation efforts. 

One such challenge is dealing with 
employee status changes. Employees 
go on leave, move to new positions or 
different business units, or depart 
the organization altogether. While 
employee movement is a routine ele-
ment of modern business life, it takes 
on critical significance in the context of 
e-discovery, where failing to properly 
track employees can result in data 
spoliation and severe sanctions.

Having a legal hold process that 
preserves data throughout the e-dis-
covery life cycle – from initiation to 
release and data deletion – is critical. 
This article walks through several 
critical steps for creating a consistent 
preservation hold process.

Step 1: Understand the               
Legal Hold Life Cycle

At its most basic level, a legal hold 
is a form of notification, often an e-
mail, informing the recipient that a 
lawsuit has been commenced or is 
reasonably anticipated and that the 
party receiving the e-mail must pre-
serve all data potentially related to 
the subject matter of the case. 

While the basic process of issuing, 
monitoring, and documenting legal 
holds is fairly similar across many 
organizations, priorities for preserving 
ESI vary depending on the organiza-
tion’s size, type, and industry. Large 
organizations typically have hundreds 

computer systems and storage 
media, or any other electronic 
data.

c.	 Take steps as early as pos-
sible to preserve data from 
user-assigned laptop/desktop 
computers and mobile devices.

4.	 Interview the key players subject 
to the legal hold to confirm they 
understand their legal obligations 
as well as to get their help identi-
fying other employees or data that 
may be subject to the preservation 
obligation.

5.	 Remind employees of their pres-
ervation obligations on a regular 
schedule to facilitate compliance. 

The legal hold must remain in 
place until final disposition of the 
underlying matter.

6.	 Release the hold as soon as the un-
derlying matter is resolved. This 
allows the electronic evidence to 
be deleted according to the com-
pany’s regular retention policies, 
assuming it’s not subject to pres-
ervation obligations on another 
matter.

Key Stakeholders
Legal holds occur at the very cross-

roads of an organization’s people, pro-
cesses, and technologies. They also 
intersect with business units across 
the organization, including legal, IT, 

Issue legal 
hold notices 

when litigation 
is reasonably 
foreseeable, 

which is usually 
before notice 

of suit
is given.
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records management, HR, and compli-
ance, among others. As with any busi-
ness-critical practice, it is important 
that basic legal hold requirements are 
communicated to each business unit 
and that each knows its specific role 
in the process. 

It’s also important to establish a 
steering committee comprising these 
stakeholders to help ensure the orga-
nization’s preservation protocols are 
applied consistently on every matter, 
while not disrupting other business 
processes. This will help arm counsel 
with the critical details needed for 

Poor Custodian Identification         
and Tracking

This includes failing to diligently 
identify all likely custodians when lit-
igation becomes reasonably expected 
and not conducting effective custodian 
interviews to learn more about the 
case or other potential custodians.

Poor Data Source Identification
If an organization doesn’t know 

where the data resides or who has 
access to that data, it will most likely 
fail to properly preserve it. Data resid-
ing on file shares, detachable drives, 
and third-party systems can often be 
overlooked. Don’t forget to examine 
these common enterprise data sources 
that are often subject to discovery:

•• Employer-Controlled Sources
–– E-mail servers (mailboxes of 

individual e-mail users)
–– File servers and print serv-

ers (including individually 
assigned network stores or 
“home shares”)

–– Network drives (“group 
shares” accessed by multiple 
individual users)

–– Archival data on backup tape 
or other storage media

–– E-mail journaling systems
–– Document management sys-

tems
–– Proprietary structured da-

tabases (e.g., databases con-
taining HR, customer, or sales 
data)

–– File shares and other web-
based collaboration sites

–– Social networking sites and 
services/accounts used and 
maintained by the company

–– Video and audio systems (e.g., 
voicemail)

–– Legacy data (e.g., ESI gener-
ated by computer programs no 
longer used by the company)

–– Hard copy document archives 
maintained by the company 
(including offsite storage)

–– ESI maintained in hosted 
databases in connection with 

prior litigations / investiga-
tions

•• Employee-Controlled Sources
–– ESI found on user-assigned 

laptop/desktop hard drives, 
including word processing, 
spreadsheets, images, and 
other text-based files 

–– Locally stored e-mail archives 
(user-archived PSTs, OSTs)

–– Individual backup and temp 
files

–– Internet usage data (e.g., cook-
ies)

–– Portable storage media (e.g., 
user-controlled external hard 
drives, flash drives, CD/DVDs)

–– Company-issued mobile de-
vices (e.g., cell phones, tablets)

–– Hard copy documents main-
tained by the employee

–– Cloud-based storage 
–– Social media and personal e-

mail accounts

Poor Hold Discipline
Examples of this are issuing legal 

holds verbally, sending a written hold 
notice without any follow-up notices, 
and not escalating to a custodian’s 
superior when the custodian is non-
compliant.

Poor Communication
Issuing a legal hold without 

enough details to the custodian or 
stakeholders, for example, can result 
in custodian non-compliance or omis-
sion of potentially relevant ESI. 

Lack of Protocols
Established protocols are critical 

to ensuring data sources are protected 
and for preventing ad hoc approaches 
for identifying ESI, search criteria, 
online and offline repositories, and 
employee status changes.

Step 3. Understand Legal 	
Ramifications of Failure

A lack of planning, an over-reli-
ance on manual, error-prone meth-
ods, and poor communication between 

… it is 
important that 
basic legal hold 
requirements are 
communicated 
to each business 
unit and that 
each knows its 
specific role in 
the process.
effective case negotiations, including 
the backup system status, relevant 
search terms, date ranges, and other 
qualifiers that can narrow the scope 
of discovery. It will also empower IT 
and records management to facilitate 
the defensible deletion of ESI when it 
no longer has business or legal util-
ity. The committee should be chaired 
by a C-level executive to help ensure 
recommendations are incorporated 
into policy.

Step 2: Avoid Common 	
Preservation Mistakes 

Many legal hold mistakes can be 
traced back to the common causes 
described below. 
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various stakeholders involved in the 
preservation process can lead to se-
vere sanctions; courts have made it 
very clear that ignoring the problem 
no longer works. The two recent case 
law examples below reinforce the im-
portance of having solid preservation 
practices.

Failure to Preserve Employee Data 
A leading IT services company was 

embroiled in a discrimination claim 
with the U.S. Equal Employment Op-
portunity Commission (EEOC). The 
company terminated an employee 
who had filed a claim in November 

legal hold until three months later. 
Additionally, a year later, the em-
ployee’s former supervisor also left 
the company, and he later testified 
that he did not back up any of his 
own data before returning his laptop. 
Apparently, the data was lost. 

The company claimed that the 
data sought by the employee was not 
stored centrally at the company; later 
that assertion was contradicted by 
testimony by company witnesses. The 
employee alleged that the company 
deleted responsive data on both his 
laptop and his supervisor’s laptop and 
moved for sanctions. 

The court found that the company 
was grossly negligent in its duty to 
preserve and granted an adverse in-
ference instruction with respect to 
the data stored on the laptops. The 
terminated employee’s request for 
sanctions was granted in part and 
denied in part. The company was not 
sanctioned for the destruction of data 
on the employee’s computer, but the 
court issued an adverse inference 
instruction for the spoliation of the 
data on the supervisor’s hard drive.

Failure to Interview Custodians
In a litigation involving two drug 

manufacturing companies, in two sep-
arate opinions, the court addressed 
the obligations with regard to the 
preservation and collection of data 
and the obligation of counsel to obtain 
input from relevant custodians. 

In the first opinion, the court or-
dered an extensive forensic examina-
tion of the plaintiff’s data by a neutral 
third party and crafted a protocol for 
production of the data identified by 
the applied search terms. 

In the second opinion, the court 
confirmed a basic rule that counsel 
must carefully craft the appropriate 
keywords, with input from the cus-
todians, as to the words and abbre-
viations they use. The court ordered 
counsel to obtain search word input 
from all custodians and to pay a por-
tion of the attorney’s fees awarded.

Step 4: Eliminate 		
Manual Processes

Automation is one area where 
technology becomes indispensable to 
a defensible, efficient preservation pro-
cess. Preservation requirements tend 
to change over time. For example, as 
more custodians are added to a legal 
hold, the complexity and the effort 
required to manually track the pro-
cess increases exponentially. A single 
custodian may interact with five or six 
data sources. 

Automation can help prevent 
the legal and IT teams from mak-
ing preservation mistakes, as well 
as save time, promote consistency, 
and improve communication. Areas 
of the preservation process that can 
be automated include:

Creating Legal Hold Notices
Users should be able to automate 

the legal hold process by leveraging 
customized templates that are created 
based on case type or legal objective 
and can be reused on similar matters. 

Automating Custodian Interviews 
Surveys can help custodians better 

understand their preservation obliga-
tions, as well as help the legal team 
learn more about the matter and its 
potential scope. Having the system 
automatically send out the interviews 
may eliminate the need to recreate 
interviews for every new matter and 
allow responses to be added to the 
system of record automatically.

Tagging Notices
Tags, or identifiers that attach to 

a preservation notice, such as a brief 
description of a matter or the matter 
name, can be automatically attached 
to all relevant preservation notices 
to eliminate tedious, repetitive, and 
error-prone information entry and in-
form both IT and legal across matters 
to avoid repeat of work.

Establishing Workflows 
Establishing automated workflows 

Automation can 
help prevent the 
legal and IT teams 
from making   
preservation  
mistakes, as well 
as save time,  
promote consis-
tency, and improve 
communication.
of 2009, and he filed a second EEOC 
charge in December of 2009, claiming 
he was terminated in retaliation for 
his discrimination claim. 

The terminated employee had 
worked remotely, and all or nearly 
all of his data was located on his work 
laptop, which he returned to the com-
pany upon termination in December. 
The company subsequently wiped the 
laptop and reissued it to another em-
ployee the following month. 

A couple of years later, the termi-
nated employee filed a discrimination 
suit against the company under 42 
U.S.C. § 1981 and state civil rights 
laws. The company did not issue a 
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can ensure approvals are received at 
specified steps in the preservation 
process before moving forward. They 
can also ensure copies of holds and 
interviews are automatically issued 
to designated recipients. For example, 
organizations should be able to set up 
an automatic process to ensure that 
an attorney approves a hold notice 
before it’s issued and approves the 
interview before it goes out. 

Sending Reminders,                              
Escalation Notices

It’s important to keep in mind that 
recipients of legal holds have day-to-
day business responsibilities and will 
likely need to be reminded of their 
hold obligations from time to time. 
The preservation system should allow 
the legal team to automate such no-
tices on a predetermined schedule, as 
well as escalate them to supervisors 
to help ensure that non-responsive 
custodians take a requested action.

Step 5: Track 			 
Employee Changes

When an employee departs an or-
ganization, it is common practice for 
IT to delete, reimage, or destroy the 
individual’s data from local devices, 
as well as shared servers, and reissue 
the equipment to someone else. What 
often gets overlooked in the process 
is that the departed employee may 
have been subject to a preservation 
obligation, which persists regardless 
of whether the person is actively em-
ployed at the organization. 

While departing employees may 
present the greatest risk for inadver-
tent data spoliation, it’s important to 
recognize that other employee status 
changes, such as extended leaves of 
absence, departmental transfers, re-
locations, promotions, or even last 
name changes can also warrant cor-
rective action. 

It’s important to track all employ-
ee movement to prevent data spo-
liation. Technology is advancing to 
automate this process. By integrating 

the organization’s HR and e-discovery 
systems, the legal team can eliminate 
the manual, time-consuming review 
of daily spreadsheets issued by HR 
and automatically be alerted of em-
ployee changes requiring corrective 
action, as can IT and other impacted 
business units. 

For example, if an active custo-
dian is changing departments, legal 
may respond by simply updating its 
records to reflect the change and send 
a reminder e-mail to the employee so 
he or she knows that the terms of the 
legal hold still apply. 

Or, if an employee is leaving for 
maternity/paternity leave, IT needs to 
be notified to ensure that the systems 
and data won’t be compromised as a 
result of the prolonged absence. This 
type of information can also help legal 
and IT understand why data volumes 
vary greatly during discovery – poten-
tially explaining away suspicions of 
missing data or spoliation. 

Step 6: Be Proactive 		
and Educate

One of the easiest countermea-
sures to data spoliation is awareness 
and education. It’s critical that legal 
teams educate their counterparts in 
HR and IT, as well as other employ-
ees, that preservation obligations 
persist. 

In some work environments, it 
works well to have a single member 
of each team participate in regular, 
in-person meetings, which help pro-
mote a more active, engaged dialogue 
around the key issues. Ultimately, 
the goal is to come up with a plan 
that strikes a balance between the 
organization’s legal obligations and 
its desire to minimize operational ex-
penses. To get started in developing 
this plan, it’s important to take the 
following steps.

Understand the Data Landscape
Gain a level of familiarity and 

comfort with the organization’s data 
landscape, including an understand-

ing of the nature and location of key 
data sources, a strong working rela-
tionship with important IT contacts 
who can assist in getting to relevant 
ESI, and a general sense of the sig-
nificant data risks and issues that 
may arise as a result of the format 
or location of certain ESI.

Talk to Custodians
The duty to preserve potentially 

relevant ESI applies to all custodians, 
including those who may have had 
only a passing encounter with the 
central issues in the litigation. Custo-
dians not only have the relevant data, 

 …keep in mind 
that recipients of 
legal holds have 

day-to-day business  
responsibilities 

and will likely 
need to be 

reminded of their 
hold obligations 

from time to time.
they also have information that can be 
extremely valuable in tracking down 
other responsive ESI and developing 
a case strategy. To be effective, the 
custodian interview process should 
be conducted in a consistent, repeat-
able manner to help ensure that the 
resulting information can be easily 
processed and acted upon.

Document the Process
Make it a priority to document 

the preservation process. Having a 
documented process fosters a culture 
of communication and efficiency be-
cause team members know exactly 
what’s expected of them and under-
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stand their tasks in the context of 
larger objectives. In the event that 
e-discovery mistakes do occur, a well-
documented process can also mitigate 
repercussions by demonstrating that 
the mistakes were likely not systemic 
in nature, but rather were simple, 
isolated oversights.

Result: A Cost-Effective, 	
Defensible Process

Preservation obligations are gener-
ally well understood by corporate legal 
teams. Where many organizations 
struggle is in developing preserva-
tion processes that help ensure these 
obligations can be sufficiently met 
in a defensible, cost-effective fash-
ion. Many legal hold mistakes can be 
traced back to a lack of planning, an 
over reliance on manual, error-prone 
methods, and poor communication be-
tween various stakeholders involved 
in the process. By following the steps 
listed above, organizations can effec-
tively modernize their preservation 
processes, thereby reducing risk and 
improving efficiency.

Note: This publication contains gener-
al information only and Deloitte is not, 
by means of this publication, rendering 
accounting, business, financial, invest-
ment, legal, tax, or other professional 
advice or services. This publication is 
not a substitute for such professional 
advice or services, nor should it be used 
as a basis for any decision or action 
that may affect your business. Before 
making any decision or taking any ac-
tion that may affect your business, you 
should consult a qualified professional 
advisor. Deloitte shall not be respon-
sible for any loss sustained by any 
person who relies on this publication. 
Deloitte does not provide legal services 
and will not provide any legal advice 
or address any questions of law. END

Richard Vestuto, J.D., can be contacted at 
rvestuto@deloitte.com. Bill Piwonka can be 
contacted at bill.piwonka@exterro.com. See 
their bios on page 47.
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T
hird-party audits are a fact of life for organizations 
large and small. Some audits are limited in scope. 
A U.S. Department of Labor audit, for example, 
reviews employee job classifications and wage 
rates. Tax audits, on the other hand, encompass all 

income and all expenses and are generally broad in scope. 
Even non-profits are subject to audits by grant-makers who 
want to ensure that their funds are well spent. 

Regardless of type, third-party audits have several 
aspects in common. The auditors must form an opinion of 
how, and how well, an organization conforms to the laws or 
standards that govern it. Auditors rely on direct observa-

The Principles and External Audits 
Julie Gable, CRM, CDIA, FAI

External audits depend on documentation, and that can make them stressful, time-        
consuming, and psychologically draining for records and information management (RIM) 
professionals who have to produce the documentation quickly. Learn how to prepare 
and respond to an audit and how basing your RIM program on the Generally Accepted 
Recordkeeping Principles® can reduce the strain and deliver good results even when 
under intense scrutiny. 

THEPRINCIPLES

tions, overall impressions, and first-hand inspections during 
onsite visits that can last from days to weeks. While on 
the premises, auditors test an organization’s compliance 
or non-compliance by gathering evidence in the form of 
records and documentation. In the process, every principle 
of good recordkeeping will come under scrutiny.  

Even though the outcome of an external audit is a judge-
ment on company-wide compliance, the audit processes 
themselves are often the ultimate test of an information 
governance (IG) program. As the examples will show, 
this is particularly true for audits conducted in regulated 
industries. (See sidebar “SEC, FDA Regulatory Audits.”)
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SEC, FDA Regulatory Audits
Audits are particularly stringent in industry sectors where 
regulators have a duty to protect the public. In financial 
services and pharmaceuticals, for example, the stakes are 
high, and poor audit results can have severe business con-
sequences. Investment advisors may lose their licenses; 
drug makers may be prevented from operating manufactur-
ing plants. 

With regulatory audits, size does not matter. In 2012, the 
Securities and Exchange Commission (SEC) began its 
“Presence Exam” initiative among newly registered invest-
ment advisers, many of whom are either independent small 
businesses or autonomous groups under the aegis of a 
major corporation.  

Audits for these companies can include employees’ use of 
social media; client communications via e-mail and texts; 
and brochures and advertising, including websites. Audi-
tors check to see whether required records about trades, 
powers of attorney, custody, investment supervision, proxy 
voting, and personal trading are kept. 

Auditors typically want to see client lists by account type 
and asset value, accounts opened or closed within a given 
period, pricing and quotation services, purchases and 
sales journals, chronological trade lists, and so on. They 
also want to see the company’s own compliance manual to 
evaluate how well it adheres to its own policies.

The Federal Food, Drug and Cosmetic Act mandates the 
U.S. Food and Drug Administration (FDA) to inspect domes-
tic drug companies at least once every two years. Inspec-
tions done prior to marketing approval for new drugs are 
particularly comprehensive, covering such topics as man-
agement controls, development processes, corrective and 
preventive actions, and production and process controls. 
Inspectors may test compliance with standards for good 
laboratory, clinical, and manufacturing practices. 

The supporting materials for all of these are records. Stan-
dard operating procedures spell out what must be done, 
and records made and collected at each phase show what 
was actually done. FDA inspectors may enter, observe, 
collect samples, interview employees, and review any 
records – with limited exceptions – related to the regulated 
product.  

documentation is reviewed and updated periodically, and 
to be able to prove that the version presented is, in fact, 
the latest one. In FDA parlance, “If it’s not documented, 
it’s rumor.”

Timing Is Everything
Though regulatory audits may be purely routine, they 

may be triggered by newspaper headlines, litigation, con-
sumer complaints, or wrongdoing by other organizations 
in the same sector.

Audits may also be a surprise. At best, the U.S. Secu-
rities and Exchange Commission (SEC) gives a two-week 
notice for an impending visit. The U.S. Food and Drug 
Administration (FDA) may give no notice at all and simply 
appear at the reception desk. Like pop quizzes, external 
audits, even expected ones, are measures of what has been 
done to date. 

An IG program based on the Generally Accepted Record-
keeping Principles® (Principles) and the Information Gov-
ernance Maturity Model (IGMM) goes a long way to show 
that the organization takes its information management 
responsibilities seriously. Used well, these comprehensive 
tools guide in developing and sustaining an IG program 
that delivers reliably during even the pickiest inspections. 

Work guided by the Principles also provides a number 
of spillover benefits that become very handy during the 
audit process. Finally, understanding the Principles can 
also uncover potential problems, which are best handled 
before an audit occurs. 

IG Bedrock Principles
The Principles of Compliance, Accountability, and 

Transparency are the bedrock of the IG program and the 
backdrop against which audit scenarios unfold. In indus-
tries where information is a crucial part of the company’s 
end product – financials and pharmaceuticals, for example 
– what affects IG affects the overall entity, as shown below.

Compliance
IG compliance requires the organization to review all ap-

plicable laws, regulations, codes of conduct, and ethics that 
apply to it. An organization makes and maintains records 
to prove that it does business in accord with these, and its 
policies reflect how it interprets them in their operations. 

These internal policies impose a duty of compliance on 
the organization and its personnel, and auditors will test 
this. A common audit finding is that the company is compli-
ant with the applicable regulations but out of compliance 
with its own policies, including its IG policies.

Transparency
Transparency means documentation of procedures and 

processes, something that auditors always want to see. This 
may be an investment manager’s hard-copy compliance 
manual, or it may be the drug company’s controlled set of 
standard operating procedures. 

Either way, it’s critical to have orderly documenta-
tion for policies and processes, to be able to show that the 



26  JULY/AUGUST 2015   INFORMATIONMANAGEMENT

Accountability
Accountability says responsibility for records should be 

delegated to individuals and that defined roles and a chain 
of command should be established. For IG managers in 
large, multi-site companies, it can be particularly helpful 
in audit scenarios to know who their counterparts are at 
other sites and what records they manage. 

THEPRINCIPLES

How Audits Work
•• Depending on its type, the audit may come with or without 

advance notice.  

•• Up to five inspectors usually arrive together.  

•• Most organizations assign the auditors to a conference 
room, making sure there is no writing on the whiteboard, 
flipchart easel, or other surfaces for the auditors to see.  

•• One or more people from the company – a compliance 
manager in financial services, for example, or a quality 
assurance manager in pharmaceuticals – will be as-
signed as the liaison for the auditors.  

•• Auditors request records through the company liaison. 
The liaison will contact the appropriate internal persons 
with the request. Each of these may, in turn, have to con-
tact others to find the requested information. Runners 
may actually ferry documents among sites.

•• All retrieved information goes to the liaison, who, in turn, 
gives it to the auditors. The liaison also keeps a copy of 
anything provided to the auditors, as well as a log of all 
requests made. At the end of each day, the liaison pre-
pares a summary of what was requested and the topics 
discussed.

•• If a requested record or document can’t be found, au-
ditors will almost certainly want to dig deeper to un-
derstand why. The auditors may want to understand 
company systems and processes in more detail to de-
termine where the inability to provide the document is a 
procedural failure or indicates a more serious breach. 
They may also want to examine retention and disposition 
policies and procedures.

•• Auditors can also conduct interviews as a way to com-
pare actual practice with the company’s documented 
policies and procedures. Interviewees should answer 
exactly what is asked and only what is asked. This can be 
particularly difficult with information management ques-
tions because an explanation of the system or method 
may be necessary to put the answer in context.

In very small companies, there may be no chain of com-
mand; each department may take care of its own records, 
which is a dangerous practice when it comes to finding the 
“official” copy of a requested document. (See sidebar “How 
Audits Work.”)

Explicit and Tacit Principles
Compliance, transparency, and accountability are ex-

plicit values that produce tangibles easily evaluated during 
an audit. The Principles of Availability, Integrity, Protection, 
Retention, and Disposition are tacit – that is, their presence 
or absence is implied in the handling of an auditor’s every 
information request. The following are audit considerations 
for these “tacit” Principles.

Availability
Even though information may be well organized, the 

company may not have standard organization methods 
at each of its sites. Consequently, a simple request for a 
particular document may require multiple phone calls to 
people who know how to find this document in their own 
disparate systems. 

Furthermore, there may be multiple copies of requested 
documents, and they may not all be the same version, so it 
will take time to ferret out which one should go to the audi-
tor. The more time that elapses, the greater the impression 
that records are not readily available. 

Integrity
A key point in some audits is that electronic systems that 

produce records actually produce the same results every 
time. This can apply even to Excel macros, with the need to 
prove, usually through validation records, that the macro 
is documented and has been tested thoroughly. 

Audit trails, and records of how often audit trails are 
checked, also play a part in ensuring that records are un-
alterable. Record dates, in particular, should not change 
from system to system as they move through the chain of 
custody. Where third-party archiving services are used, as 
for customer communications in financial services, it is wise 
to have a letter from the third party stating how integrity 
of information is maintained. 

Protection
A financial firm’s client accounts will contain many fields 

of personally identifiable information and it is important 
to understand how this should be redacted in the course 
of an audit. In addition, requested documents may contain 
privileged, secret, or classified information, so it is important 
to know what the ground rules are for providing these. If 
auditors take photographs, it is advisable for the company 
to take the same photographs to ensure that no protected 
information is inadvertently captured.
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Retention and Disposition
The Principles of Retention and Disposition may be 

assets or liabilities in the audit process. Retention sched-
ules are policy documents that can legitimately justify 
why requested material is not available, and disposition 
records are proof that the organization had the requested 
materials at one time, but in the due course of business and 
in accordance with retention policy they were destroyed. 

Needless to say, there should be a documented process 
for attaching a disposition hold to documents that are 
needed for audit purposes. Those organizations whose 
policy is to keep everything forever will find that they are 
expected to find anything that is requested, and those who 
suspend disposition of all records because of litigation may 
find that they are cited for being out of compliance with 
their own policies. 

Audits and the IGMM
The higher an organization’s level of maturity on the 

IGMM, the better its audit results will be, right? Perhaps, 
but even organizations operating an IG program with a 
maturity of 4 or 5 have no way of knowing how well that 

program will actually work under audit conditions. 
For example, the organization may be at a level 4 for 

availability and have inventories of all systems, but some 
acquired legacy systems may not be part of the inventory. 
Sure enough, auditors request reports from a legacy system, 
sending many people scrambling to find them. 

This is a real challenge in industries where there have 
been several mergers and acquisitions over a period of years. 
It is one reason why those who have a duty to preserve 
electronic records for long periods opt to establish electronic 
archives where crucial information of long-term value can 
be indexed, stored, protected, and available.

What is certain is that adopting the IGMM can’t hurt. 
It provides a standards-based way to demonstrate that 
the company has a strategy in place to constantly improve 
IG elements. If nothing else, benchmarking against the 
IGMM gives the impression that the company takes its 
governance responsibilities seriously and works toward 
improvement goals as a matter of course, not just in re-
sponse to audit findings. 

Audits = Stress + Opportunity
The value of being prepared and knowing what to expect 

during an audit cannot be overstated. Working on an IG 
program guided by the Principles will automatically provide 
some of what is needed for audit success. Other strategies 
include reviewing a regulator’s audit manuals to have a 
better idea of what will be sought and speaking to peers 
who have weathered the process in other companies. 

Some organizations use internal audits or opt to use 
independent, third-party auditors to uncover deficiencies 
before regulatory audits occur. There are also seminars 
about the audit process that are tailored to those who work 
in regulated industries.

Even with excellent preparation, don’t expect praise. 
Audits are stressful, time-consuming, and often done from 
a negative perspective. The auditors’ mission is to discover 
faults. Remember that an art critic could find faults in the 
Mona Lisa. This is one reason why audits can be so psy-
chologically draining. It helps to keep in mind the general 
guidelines described in the sidebar “Audit Survival Guide 
and General Advice.”

Finally, even audit outcomes that are less than stellar 
can be beneficial. Audit findings must be corrected, and 
IG and records management, as always, tend to get much 
attention after a calamity occurs. Take advantage of the 
spotlight to get what is needed for your program. A not-so-
great audit may be the kick that gives the IG program the 
boost it needs to move to a higher level of maturity, making 
for a better program – and better audits – in the future.

Julie Gable, CRM, CDIA, FAI, can be contacted at juliegable@
verizon.net. See her bio on page 47.

Audit Survival Guide and General Advice

Orderliness counts. Don’t leave records, files, or boxes 
strewn about; such disorder gives the appearance of dis-
regard for good organization and protection. Auditors are 
forming a general impression from the moment they arrive.

Mum’s the word. Make sure that all staff are aware that 
auditors are on premises and therefore they shouldn’t 
discuss company business or the audit itself in eleva-
tors, hallways, cafeterias, etc.  Make sure that everyone 
receives notice when the audit is completed. One company 
actually announces “Elvis has left the building” when the 
auditors depart.

Be flexible. An audit is an all-hands-on-deck situation. If 
the auditors opt to work late, staff responsible for fulfilling 
information requests must also work late. Make sure your 
staff knows where to find things and whom to call at other 
sites. Vacations can be disrupted by an audit.

Don’t try to cover or hide deficiencies. It is better to ac-
knowledge them and have a plan in place to correct them. 
Corrective action taken while the auditors are onsite can 
have a positive effect.

Courtesy and cooperation are the watchwords. This holds 
true at all times but is especially important during audits 
when nerves may be frayed by endless critical scrutiny. Re-
member that this too shall pass – hopefully in about a week.

mailto:juliegable@verizon.net
mailto:juliegable@verizon.net
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RIM’s Role in 
Harnessing the Power of Big Data
Kevin L. Dale, CRM

Organizations can maximize the returns on their big data strategies by giving records and             
information management (RIM) professionals a seat at the table. Applying RIM principles 
across the enterprise will help organizations improve the quality of their data and access to it, 
making big data analysis cheaper, quicker, more efficient, and more accurate.

O
rganizations are struggling 
to extract value from their 
exploding, exponential in-
formation growth. Many 
are turning to big data 

analytics to mine the gold from the 
data they store. But are they really 
positioned to mine for gold using a 
systematic and controlled approach, 
or are they simply punching holes in 

the ground and hoping to strike oil? If 
they strike gold, are they doing their 
due diligence to ensure sustainable 
results? 

Too often, RIM is the missing in-
gredient in this big data conversation.

Technology Is Not Enough
While data analytics software can 

perform complex algorithms that help 

predict outcomes from enormous data 
sets, these tools alone cannot deter-
mine if the data being evaluated is 
of sufficient quality to provide the 
most accurate results. Organizations 
often must first make significant in-
vestments in preparing the data for 
analysis, scrubbing or normalizing 
the data set for missing or bad values. 

In fact, Thomas Davenport, a well-



30  JULY/AUGUST 2015   INFORMATIONMANAGEMENT

known information management and 
analytics expert, wrote in the CIO 
Journal article “Taming the ‘Data 
Plumbing’ Problem,” “It is often so dif-
ficult to extract, clean, and integrate 
data that data scientists can spend 
90% of their jobs doing those tasks.” 

The organization has to pay data 
scientists or analysts a tremendous 
amount just to determine the struc-
ture of columns and rows within 
poorly defined structured data tables 
in order to apply the variables to the 
statistical software. And they may 
also need to do several costly itera-
tions of mining unstructured data just 
to identify key repetitive text that can 
be evaluated for its relevance because 
the data often lacks sufficient context 
that comes with good metadata.

Most organizations have a records 
and information management (RIM)  
department with skilled professionals 
who know how to apply RIM prin-
ciples to the information landscape. 
They accomplish this by inventory-
ing where all of the organization’s 
data exists, establishing a data map, 
and understanding the business pro-
cesses that result in data. Big data 
can partner with RIM to reduce the 
costs of identifying, preparing, and 
analyzing data. 

This is why organizations seeking 
to leverage big data tools to make 
better business decisions are advised 
to invite RIM professionals to the 
conversation.

RIM Reduces Costs, Adds Value
Experienced RIM professionals 

can help solve big data problems be-
cause they know how to organize data 
to meet RIM requirements, use a nat-
urally consultative approach to help-

ing business units understand how 
to manage information throughout 
its lifecycle, and know how to drive 
improvements – all things that will 
benefit the analytics team. 

By creating synergies between 
RIM and the big data program staff 
and integrating RIM principles into 
all processes that “touch” data, orga-
nizations can forge and maintain a 
sustainable path to the information 
governance (IG) needed to ensure 
high-value data. This will reduce 
costs and add value to the big data 
program, by:

•• Reducing data cleanup and prep-
aration

•• Reducing storage costs and risks
•• Improving the identification of 

data through good metadata
•• Improving access to data
•• Increasing employee efficiency 
•• Producing better, analytic-driven 

decision making

RIM Controls ‘Four Vs 
of Big Data’

Through a systematic approach to 
IG and the application of RIM prin-
ciples, skilled RIM professionals can 
help improve the “four Vs of big data”: 

•• Volume – How much data there is
•• Variety – The locations and types 

of data
•• Velocity – How much streaming 

data is being generated 
•• Veracity – The quality of data 

Volume
The more information there is, the 

more it costs to manage and analyze 
it. A mature RIM program can help 
trim data analysis costs by reduc-
ing extraneous data through proper 
retention and disposition processes. 

For example, RIM establishes re-
quirements to ensure that appropri-
ate de-duplication occurs in unstruc-
tured data repositories. This means 
the analytics team will have to sift 
through less poor-quality data, thus 
lowering the costs of obtaining the 
data, reducing the time to evaluate it, 
and enhancing the results since du-
plicate information won’t be included 
to skew the results. 

RIM also can help the big data 
program be more efficient by ensuring 
that data in different life cycle stages 
remains identifiable and retrievable. 
For example, RIM can identify and 
locate relevant data in storage lo-
cations the analytics team may not 
know about.

Variety
RIM programs have a consolidated 

inventory of the repositories where 
data resides. It also can develop 
controls that slow down or prevent 
repository creation, such as collabora-
tion sites and shared drives, thereby 
mitigating the risk of proliferation 
of uncontrolled repositories and the 
associated big data costs. 

A systematic approach to allowing 
new data repositories can help ensure 
that data is appropriately controlled 
for information-related risks and that 
any new repositories are added to the 
data map so the big data analytics 
team will always have a current view 
of everywhere data resides.

RIM also can play a role as part of 
the gating process for introducing tech-
nology. RIM should work with applica-
tion development and other technology 
teams to embed RIM requirements 
for technology that will impact the 
creation and storage of data.

The procurement team also needs 
to understand the RIM requirements 
for new tools that create and store 
data. It must inform RIM when any 
tools are decommissioned and ensure 
that contracts with third-party ser-
vice or product providers address how 
the organization can keep control of 

RIM also can play a role as part of 
the gating process for introducing 
technology.
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its data so it is appropriately retained 
and managed when a contract expires 
or a tool is no longer supported 

Finally, RIM should enlist the 
sponsorship of senior leaders to 
drive the alignment of RIM principles 
within IT processes. Big data teams 
should define and embed the role of 
RIM within their own governance 
documents to cement this valuable 
relationship.

Velocity
The proliferation of high-speed 

data collection sensors is a major con-
tributor to the big data opportunity, 
and devices that lack sufficient IG 
are a major contributor to big data 
risks. Fast data doesn’t have to mean 
uncontrolled data, though. Applying 
RIM principles will:

•• Ensure that the data’s structure 
and storage format enhance and 
maintain the data’s value

•• Ensure the data is organized and 
actively managed during all phas-
es of its life cycle

•• Reduce the risks posed by the 
data   
RIM teams are invaluable part-

ners for analytics teams because 
RIM knows how information is flow-
ing through and being used by the 
organization. This level of business 
understanding is a key tenet of data 
science; data scientists need to know 
if others are adding information to 
the data, manipulating it, or creating 
additional repositories.

A RIM and big data partnership 
can decrease the time it takes data 
scientists to identify and understand 
an organization’s information flows, 
which once again drives down big data 
program costs and improves results. 

Veracity
Organizations that are going to in-

vest in a big data strategy should have 
improving data quality as a primary 
goal. Poor data quality is an obvious 
challenge to a big data initiative and 
a drain on resources. It doesn’t make 

sense for an organization to hire a big 
data analytics team, identify poor-
quality data repositories, and then 
do nothing to improve them. 

This is where the big data team 
can help RIM; it can communicate 
where poor-quality repositories are 
and recommend practices that will 
enable the analytics team to harvest 
better quality data. Examples of poor 
quality data are:

•• That which has little or no meta-
data 

•• Duplicate information
•• Missing or insufficient data

Applying RIM principles to these 
repositories will improve the data’s 
content, context, and structure. 

reviewing e-mail as evidence is risky 
because a message can easily be taken 
out of context, resulting in creative 
conclusions about its true meaning. 
The same holds true for data analyzed 
in the course of a big data project. 

Unstructured data by its very na-
ture lacks sufficient context to permit 
understanding its true meaning with-
out performing a word analysis on 
common terminology used within it or 
comparing it with similar documents. 
Even then, the level of confidence is 
often tens of percentage points away 
from 100%. 

RIM can establish controls around 
data that will improve its context. 
The primary ways are through the 

Organizations that are going to invest 
in a big data strategy should have im-
proving data quality as a primary goal.
The Importance of Integrated 
Data Governance

Integrating a big data-RIM gover-
nance approach with solid RIM prin-
ciples ensures that new processes, 
procedures, and technologies are 
aligned with requirements to man-
age the data life cycle. This will im-
prove the data’s content, context, and 
structure, allowing the organization 
to extract big data value by the most 
cost-efficient means possible.

Improving Data Quality
One way RIM principles can im-

prove the quality of data is to prevent 
its unauthorized alteration or dele-
tion. The end goal is to have a greater 
level of confidence in the results of 
analytics, knowing that they are per-
formed on data sets that come from 
well-controlled repositories.

Ensuring Data Context
Everyone knows that context mat-

ters. During litigation, for example, 

labels in structured data tables and 
the metadata in unstructured data. 
RIM must be empowered to drive 
standards for the labels and meta-
data of all organizational data that 
can help data analytics teams. For 
example, it should include fields that 
identify data owners so the big data 
team can quickly get from the own-
ers any needed permissions to access 
their data.

Defining Data Structure
By working with the big data 

team, RIM can establish a gover-
nance approach to drive the design 
of file plans that will structure data 
and metadata so the data is easily 
accessible to be pulled into analyt-
ics software, facilitating its analysis. 
Empowering RIM professionals to 
establish enforceable standards for 
file plans will provide a repository 
structure that reduces risk, decreases 
storage costs, and improves analytic 
alignment.
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File plans for unstructured data 
are usually developed using records 
management and enterprise content 
management systems, although data 
may also reside within shared drives 
and collaboration environments that 
lack any coherent file plan. This 
means the storage and file plan 
structures for data should be aligned 
with content management and data 
analysis software requirements where 
possible.

How to Align Big Data and 
RIM Governance

One way to begin a big data-RIM 
alignment is to establish two groups 
– an IG council that makes strategic 
decisions on standards for driving big 
data-RIM requirements throughout 
the organization and prioritizes work, 
and a big data-RIM workgroup that is 
responsible for doing the work. 

Establishing an IG Council
The IG council should develop and 

advance the strategic goals of the big 
data and RIM program throughout 
the organization. It should be com-
posed of senior leaders from RIM, IT, 
information systems, legal, enterprise 
risk, audit, compliance, governance, 
and finance. It might also include 
members from sales, marketing, cus-
tomer service, and communications 
if, for example, the nature of big data 
strategy involves predictive analytics 
to drive sales. 

The IG council must be empow-
ered to decide how data is governed to 
mitigate RIM-related risks in paral-
lel with enhancing the effectiveness 
of data analytics. For example, the 
council would ensure that as poorly 
structured data sources are identified, 

the resources to mitigate them are 
quickly made available. 

The council must be visible to the 
entire organization and consistently 
communicate the importance of man-
aging data as an asset. 

Establishing a Big Data-RIM 
Workgroup

A big data-RIM IG workgroup 
should be made up of front-line man-
agement from RIM, data analysts, 
and key IT and business partners. It 
is responsible for the tactical func-
tions the IG council has mandated 
and prioritized. 

This group aligns managing infor-
mation with the needs of the analyt-
ics team and the business units, is 
tasked with accomplishing initiatives 
in a timely manner, and reports its 
progress to the IG council on a regu-
lar basis. 

Institutionalizing the Approach
Establish charters for the IG coun-

cil and the big data-RIM governance 
workgroup, clearly identifying each 
group’s mission, vision, purpose, roles 
and responsibilities, goals, and met-
rics. Institutionalize their activities 
through documented governance. 

Implement an enterprise-wide 
policy that defines the roles and re-
sponsibilities for each employee. Reaf-
firm the policy each year and provide 
refresher training. 

Each business unit should contrib-
ute to the transparency of the RIM 
programs by establishing and enforc-
ing a procedure for communicating 
new repositories to RIM. They should 
also perform quality assurance on 
and oversight of the data they pro-
duce, use internal metrics in validat-

ing their quality control programs, 
and assign liaisons to ensure that 
business-level governance is followed.

Benefits of a Big Data-RIM 
Governance Framework

Adopting an integrated big data-
RIM approach gives organizations a 
competitive advantage over organiza-
tions using big data analytics alone 
because the latter approach does not 
lend itself to the types of sustainable 
improvements necessary to continue 
to enhance the quality of and access 
to data. 

A big data-only approach will also 
fail to reduce information-related 
risks. In time, the costs and risks as-
sociated with poor-quality data resid-
ing in uncontrolled repositories will 
eat away at any competitive advan-
tage and become a significant liabil-
ity. The costs of delaying a big data 
strategy that includes RIM principles 
will also increase exponentially with 
data growth. 

Organizational leaders should ag-
gressively seek to mitigate these risks 
and rethink their big data strategies 
to include RIM principles. By making 
this shift, they will reduce poor-qual-
ity data and increase their confidence 
level in their big data analysis results. 

Better results should lead to better 
decision making and increased prof-
its. Employees and the data analytics 
team will benefit from their ability to 
identify and access data in a timely 
manner, which will improve organi-
zational efficiency in the use of its 
data while driving down information-
related risks. 

By leveraging a big data-RIM ap-
proach to establishing requirements 
to control the proliferation of informa-
tion, the organization will reduce the 
costs associated with storing, mining, 
and analyzing that data. And that’s 
just good business. END

Kevin L. Dale, CRM, can be contacted 
at kevin.dale@chi.frb.org. See his bio 
on page 47.

Implement an enterprise-wide policy 
that defines the roles and responsibili-
ties for each employee.



BULLETINBOARDVendors, Products & People

OPEX CORPORATION 
From document conversion services to 
mobile scanning to digital mail centers, 
Falcon™ is the only prep-reducing scanner 
on the market to combine all your scan-
ning needs into one universal document 
scanning workstation. Falcon allows 
operators to prep and scan documents 
at a faster rate than most current prep-
only processes. For more information visit 
www.opex.com.

PREX15 
September 16-18, 2015 
Sharpen your skills and advance your knowl-
edge of the legal preservation process with 
comprehensive sessions, nationally recog-
nized experts and ample opportunity for peer-
to-peer learning. We expect this one to sell 
out quickly. Use the PREX200 promo code to 
receive $200 off your registration fee. Register 
now at www.prex15.com to secure your spot.

SHERPA 
 Records and information management professionals are faced with the monu-
mental challenge of locating, organizing, and managing electronic data. How 
do you manage something that large and complex? Where do you start? With 
a mountain of data to scale, you need a guide with the right tools.  You need a 
Sherpa. Contact Sherpa Software to reach new heights in managing ESI. 
www.sherpasoftware.com  

IRON MOUNTIAN 
Sharpen your skills and advance your knowl-
Download the RIM Best Practices Guide 
today at ironmountain.com/BestPractices. 
Protecting your information is key to the suc-
cess of your business, so why take the risk of 
not protecting it properly? Check out the RIM 
Best Practices Guide and discover the practi-
cal approach to building a comprehensive 
and compliant RIM program.



34  JULY/AUGUST 2015   INFORMATIONMANAGEMENT

BUSINESSMATTERS

Planning for and Managing During a 
Paper Document Disaster 

William R. Gulley, Jr



   JULY/AUGUST 2015  INFORMATIONMANAGEMENT  35

Beginning with a RIM Foundation
While the importance of carrying 

proper insurance coverage in the event 
of a disaster cannot be overstated, 
records and information management 
(RIM) professionals must do more 
than just review their organization’s 
insurance policies and hope for the 
best. 

An organization that can show it 
maintains physical and intellectual 
control over the records it creates and 
holds; has clean and organized stacks, 
file rooms, and storage areas; moni-
tors its storage conditions, including 
its temperature and humidity; and 
has kept its building in good repair is 
more likely to have a favorable insur-

T
he disaster recovery and resto-
ration industry in the United 
States is big business, and to 
the detriment of those who 
need such services, business 

is good.
Whether disasters are natural 

or man-made, one thing is certain: 
storms, fires, and floods happen practi-
cally every day, and they are costly. 
According to statistics on the Insur-
ance Information Institute website, 
insurance payouts for U.S. natural 
catastrophe losses totaled $15.4 billion 
in 2014 and for domestic man-made ca-
tastrophes were $12.9 billion in 2013.

Imagining a Common Scenario
Imagine 1,000 records center con-

tainers soaked by sewage water. Em-
pirical data from industry veterans 
indicate that the treatments required 
to restore them to usable, as near to 
pre-loss condition as possible, can eas-
ily cost a quarter of a million dollars.  

Now imagine those records be-
long to your company or organiza-
tion. Moreover, they are permanent, 
warrant long-term retention, or are 
mission-critical. Because they do not 
exist elsewhere in any format, these 
records must be salvaged by restoring 
the paper.

Imagine having either no insur-
ance to cover the costs of recovery or 
coverage that falls short in fully fund-
ing restoration. Having an exorbitant 
amount of insurance coverage may not 
be a panacea, either, as the amount 
of coverage and the amount the in-
surance company is actually willing 
to pay out on a loss claim may not 
be the same. The payout may hinge 
on the impression the organization 
makes on its insurance carrier. An 
adjuster that sees evidence of poor 
records management may challenge 
why it is necessary to recover these 
materials. 

The ramifications of these scenari-
os, with respect to business continuity 
and fiscal solvency in forcibly absorb-
ing this type of loss, are staggering.

Developing a Basic 
Disaster Plan

The absence of disaster planning 
prior to an incident practically guar-
antees undue delay, the inefficient 
allocation of resources, and increased 
costs once the event occurs. Every 
organization needs a disaster plan 
that is up-to-date, readily accessible, 
disseminated throughout the organi-
zation, and easily understood.

A well-thought-out disaster plan 
contains realistic scenarios that de-
pict varying types of incidents (fire, 
water damage, contamination) and 
the steps necessary to mitigate their 
effects. Like following a plane’s pre-
flight checklist, following the plan en-
sures that important things are not 
overlooked. Following are some of the 
basic topics that must be addressed 
in a disaster plan.

Roles and Responsibilities
As the “game plan” for handling 

various incidents, a disaster plan 
has a “team roster” that identifies 
the players and their responsibilities. 
This includes, of course, third-party 
vendors and service providers. For ex-
ample, the plan might describe these 
roles and responsibilities:

•• Facilities management will 
abate standing water.

•• The emergency services con-
tractor will bring in fans and 
dehumidifiers.

•• The document restoration con-
tractor will remove and restore 
damaged paper records.

•• Facilities management will 
move furniture, equipment, 
and other contents after re-
cords have been removed.

•• The general contractor will do 
general cleanup, debris remov-
al, and demolition (removal of 
wet wallboard, carpeting).

Information Value, Location
Having intellectual and physical 

control over record holdings is crucial 
to a good disaster plan. For example, 

The absence of disaster 
planning prior to an 
incident practically 
guarantees undue 

delay, the ineffective 
allocation of resources, 
and increased costs…

ance settlement. In addition, these 
best practices that existed before 
the disaster promote an economy of 
movement in response to emergency 
conditions.

Certain preparations need to be 
made before disaster strikes, specifi-
cally, developing a thorough disaster 
plan that includes measures that will 
enable an organization to resume or 
maintain operations while the re-
covery unfolds. In short, the better 
prepared an organization is before a 
disaster, the quicker it will recover 
from the incident.

Note: Because of space constraints, 
the scope of this article is limited to de-
veloping a basic disaster plan, using it 
to recover from a disaster that involves 
wet paper records, and managing the 
recovery.  
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the organization must document:
•• The size or volume of its hold-

ings in linear or cubic feet
•• A list of all records series
•• The value of its records and 

in what priority they are to be 
recovered. For example, vital 
records, which are critical to 
business continuity, and ma-
terials with long-term or per-
manent retention should have 
the highest priority.

•• The location of records to be 
recovered

•• The format of records to be 
recovered  

The well-prepared organization 
is one that knows, literally, what 
records are in which box and which 

shelf each box is on, regardless of 
the total number of boxes or storage 
locations. 

The plan must include floor plans 
and office diagrams that show what 
records are stored where. It is impor-
tant that the building itself, rooms, 
and cubicles are clearly marked with 
numbers or occupants name that mir-
ror the information on the floor plan.

Having this information readily 
available will assist decision-making 
and optimize recovery efforts, saving 
both time and money.

Alternate Office Site
What many organizations over-

look in contingency planning is their 
potential need for a “hot site” or “cold 

BUSINESSMATTERS

site” – an alternate facility equipped 
either with or without computers (hot 
site and cold site, respectively) – and 
other resources they will need to       
resume operations quickly.

Unless there is no reliance on hard 
copies, temporary central file rooms, 
stack areas, etc. might need to be set 
up and undamaged paper records re-
located so they will be accessible while 
the damaged office space is repaired. 

Communication Plan
A disaster plan should include an 

organizational phone tree so everyone 
affected by the event can be notified. 
Although smart phones are common-
place and many people routinely send 
and receive e-mail on mobile devices, 
it might be a better idea to call people 
(or at least leave a voice mail mes-
sage) in addition to sending out a 
general e-mail. Remember, it may 
not be possible to reach people by 
e-mail if the incident brought down 
the organization’s network.

Responding to an 
Environmental Disaster

The organization’s role in a disas-
ter’s aftermath is to follow its plan, 
adjust measures and actions as nec-
essary, and see the plan through to 
completion. Incorporating the follow-
ing actions into the plan are critical.  

Determine Site Safety
In the aftermath of a fire or a 

flood, there likely will be contami-
nants. The smoke residue and black 
carbon soot from partial-combustion 
fires can contain multiple types of 
corrosive acids and carcinogens. Simi-
larly, storm surge, floodwater, and 
sewage contain a host of impurities.  

Contact an industrial hygienist 
or environmental testing company 
(which should be listed in the disaster 
plan) and have the area tested. Do not 
allow anyone in the disaster area un-
less testing declares it safe or protec-
tive equipment measures have been 
determined and are implemented.

Giving Back to 
Information Professionals

• Innovative Research
• Scholarships
• Training and Certification Grants

Donate today! 
www.armaedfoundation.org
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Touch Base with Contractors
If possible, have a general briefing 

or meeting where all parties involved 
with the recovery – internal and exter-
nal – are brought together. Although 
the contractors listed in the disaster 
plan should have been thoroughly 
vetted as part of your organization’s 
selection process, ask questions about 
their processes and their projected 
progress. Good contractors should be 
able to articulate what they will be 
doing, why they will be doing it, and 
how long it should take. 

Document recovery, general site 
cleanup, and damage abatement can 
proceed remarkably fast if they are 
coordinated properly and contractors’ 
efforts are unimpeded.  

Limit Access to the Disaster Area
When notifying office staffers of 

the incident, set a location and time 
for them to assemble as a group to 
be briefed on the situation. They will 
need their active files and items from 
their desks, so give them a specific 
time when they will be allowed – as a 
group – to have access to their areas to 
retrieve them. For safety and liability 
reasons, materials inside the affected 
area should not be released until they 
have been verified as safe to handle.

Best practices favor a controlled 
site versus a “revolving door” where 
people are allowed to enter freely and 
mill about. After the staffers’ window 
of opportunity to visit expires, the site 
should be declared off limits to every-
one except document recovery and 
contractor personnel and relatively 
few people from the organization. Al-
lowing others onsite could put them 
in danger and interrupt document 
recovery operations and other con-
tractors’ work.

Establish a ‘No Touch’ Policy
The results of environmental test-

ing often provide a lot of good reasons 
to refrain from touching damaged 
documents. Conditions range from 
plain old nasty to downright harmful 

The well-prepared 
organization is one

 that knows, literally, 
what records are 
in which box and 

which shelf each box 
is on.

.

or dangerous. For these reasons, it is 
highly recommended that only docu-
ment recovery personnel handle dam-
aged records and that a “no touch” 
rule applies to everyone else. 

Do not touch or move contami-
nated materials without protective 
equipment, and don’t move them to an 
unaffected area of the disaster site, as 
this could cause cross-contamination.

If files must be moved by persons 
other than document recovery special-
ists, have them move only the dry 
documents and leave the wet ones, 
as these can be easily damaged if 
handled or moved improperly. It’s also 
important to maintain the records’ 
original order and not allow them to 
stray from their offices of origin. 

Restoring Documents
A document restoration contractor 

provides two vital services: physical 
records recovery, as discussed above, 
and restorative treatment. The con-
tractor will respond to the incident, 
find the damaged paper records, and 
remove them. This is commonly re-
ferred to as a “pack out,” and the pur-
pose is to prevent further damage by 
removing materials from the scene. In 
addition to removing damaged materi-
als, a conscientious document recovery 
company will strongly recommend 
removing undamaged records from 
any site with environmental condi-
tions that pose a threat. 

This is particularly time-sensitive 
when water is involved; per the U.S. 
Environmental Protection Agency’s 

“A Brief Guide to Mold, Moisture, 
and Your Home,” wet records should 
be dried within 24-48 hours of wa-
ter exposure due to the risk of mold. 
The same tenet applies when smoke, 
soot, mold, and other contaminants 
are involved, as dry paper will absorb 
moisture and contaminants from the 
environment.

Because time is of the essence, 
records removal should be done as 
soon as the affected areas are acces-
sible and ahead of all other abatement 
and repair work. This will prevent 
potential further damage to wet paper 
records.

After the contractor takes the dam-
aged records to a document treatment 
facility, their physical condition will 
be assessed and a treatment regi-
men that will mitigate or reverse the 
damage will be recommended and 
executed. 

For records tainted by sewage, for 
example, typical restorative measures 
include dehydration (specifically, wa-
ter removal by vacuum freeze-drying), 
decontamination, deodorization, and 
surface cleaning. Document restora-
tion also may include physical replace-
ment of folders and boxes.  

Succeeding By Design
The absolute, worst-case scenario 

would be to have a disaster without 
having a disaster plan. Akin to pos-
sessing adequate insurance to fund 
the costs of document restoration, the 
importance of a well-crafted disaster 
plan also cannot be overstated.  

Best when coupled with money to 
fund recovery efforts, the plan states 
how the recovery will be conducted, 
but the organization must manage 
the process, making adjustments as 
necessary as the situation progresses. 
Only then will its response to the in-
cident be effective – and it will not be 
by luck, but by design. END

William (Bill) R. Gulley, Jr. can be contacted 
at Bill.Gulley@ers-us.com. See his bio on 
page 47.

mailto:Bill.Gulley@ers-us.com
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Editor’s note: This article was ex-
cerpted from the upcoming third 
edition of Records and Information 
Management: The Fundamentals of 
Professional Practice, which will be 
published by ARMA International 
this fall. Taken from Chapter 1, which 
examines the purpose and scope of 
records management as a business 
discipline, it defines records manage-
ment and information governance, 
placing records management within 
the context of an information gover-
nance program.

Records management is a special-
ized discipline that is concerned 
with the systematic analysis and 

control of information created, re-
ceived, maintained, or used by an or-
ganization pursuant to its mission, op-
erations, and activities. By definition, 
records management is concerned 
with information that is recorded or 
“written down” as opposed to merely 
memorized or exchanged verbally.

A comprehensive records man-
agement program includes policies, 
procedures, and processes that ad-

dress significant recordkeeping is-
sues, specifically:

•• Determining how long recorded 
information needs to be kept to 
satisfy an organization’s require-
ments

•• Ensuring compliance with record-
keeping laws and regulations in 
all locations where an organiza-
tion has business operations

•• Managing inactive records in a 
cost-‐effective manner

•• Organizing active records for re-
trieval when needed

Records Management or 
Information Governance? 
William Saffady, Ph.D, FAI
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•• Protecting recorded information 
that supports mission-‐critical 
business operations

These programmatic aspects are 
embodied in Generally Accepted Re-
cordkeeping Principles® (Principles), 
which were issued by ARMA Interna-
tional in 2009 to foster general aware-
ness of records management systems 
and standards and to assist organiza-
tions in developing effective programs 
for records management programs 
and information governance. The set 
of eight recordkeeping principles are 
paraphrased below:

Accountability
A senior executive should be in 

charge of the records management 
program. The accountable executive 
will delegate program responsibility to 
appropriate individuals, adopt records 
management policies and procedures 
to guide program personnel, and en-
sure that the program can be audited 
for compliance. A governance struc-
ture must be established for program 
development and implementation.

Transparency
An organization’s recordkeep-

ing processes and activities must be 
documented in an open and verifi-
able manner. Such documentation 
must confirm that the organization’s 
recordkeeping policies and practices 
comply with applicable legal require-
ments and accurately and completely 
reflect the organization’s activities. 
The documentation must be avail-
able to employees and appropriate 
interested parties.

Integrity
An organization’s records must 

have a reasonable and suitable guar-
antee of authenticity and reliability. 
Recordkeeping processes, including 
audit processes, must provide reason-
able assurance that the origin, time or 
creation or transmission, and content 
of recorded information are what they 
are claimed to be.

Protection
An organization’s records manage-

ment program must protect records 
that are private, confidential, privi-
leged, secret, or essential to business 
continuity. Recordkeeping procedures 
must provide appropriate protection 
controls from creation through final 
disposition of recorded information.

Compliance
An organization’s records man-

agement program must comply with 
applicable laws, regulations, industry-
‐specific rules of conduct, and other 
binding authorities related to cre-
ation, storage, retrieval, retention, 
disposition, dissemination, and pro-
tection of recorded information, as 
well as with the organization’s own 
recordkeeping policies, procedures, 
and rules.

Availability
An organization’s records must 

be organized, indexed, stored, and 
maintained in a manner that ensures 
timely, efficient, and accurate retriev-
al of information when needed.

Retention
An organization must retain re-

cords for an appropriate period of 
time to satisfy legal, regulatory, fis-
cal, operational, and historical re-
quirements.

Disposition
An organization must provide 

secure and appropriate disposition 
for records that no longer need to 
be kept. In this context, disposition 
may involve destruction of records, 
transfer of records to another organi-

zation as part of a divestiture or other 
transaction, transfer of records to an 
archives or other scholarly repository, 
or transfer of records to clients or 
other parties who are the subjects of 
the records.

Records Management and 
Information Governance

According to the OECD Glossary 
of Statistical Terms, which was as-
sembled by the Organization for Eco-
nomic Cooperation and Development 
from documents issued by various in-
ternational organizations, governance 
is the process by which decisions are 
made and implemented.

ISO/IEC 38500, Information Tech-
nology – Governance of IT for the Or-
ganization defines governance as “a 
system of directing and controlling.” 

ISO/IEC TR 38502, Informa-
tion Technology – Governance of IT 
– Framework and Model defines a 
governance framework as the “strate-
gies, policies, decision-making struc-
tures and accountabilities through 
which the organization’s governance 
arrangements operate.” 

Similarly broad definitions are 
presented in other ISO standards – 
such as ISO 21500, Guidance on Proj-
ect Management, and ISO/IEC 27000, 
Information Technology – Security 
Techniques – Information Security 
Management Systems – Overview and 
Vocabulary – and in various other 
sources, including dictionaries of busi-
ness terminology.

Building on these definitions,            
information governance can be viewed 
as a system for directing and control-
ling an organization’s information 
assets. As such, information gover-

Records management is an          
important component of an             
information governance program, 
but it is not the only component.
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nance is a component or subset of 
organizational governance. Published 
definitions provide additional details.

ARMA TR 22-2012, Glossary of 
Records and Information Manage-
ment Terms, for example, defines                     
information governance as “a strategic 
framework composed of standards, 
processes, roles and metrics that hold 
organizations and individuals ac-
countable to create, organize, secure, 
maintain, use, and dispose of informa-
tion in ways that align and contribute 
to the organization’s goals.” 

The American Health Information 
Management Association (AHIMA) 
defines information governance as 
“an organization-wide framework for 
managing information throughout its 
lifecycle and supporting the organiza-
tion’s strategy, operations, regula-
tory, legal, risk, and environmental 
requirements.” 

According to the Commentary on 
Information Governance issued by 
the Sedona Conference in December 
2013, information governance is “an 
organization’s coordinated, interdisci-
plinary approach to satisfying infor-
mation compliance requirements and 
managing information risks while 
optimizing information value.” 

ISO/TS 14265, Health Informatics 
– Classification of Purposes for Pro-
cessing Personal Health Information 
and ISO/TR 11633-1, Health Infor-
matics – Information Security Man-
agement for Remote Maintenance of 
Medical Devices and Medical Informa-
tion Systems – Part 1: Requirements 
and Risk Analysis define information 
governance as “processes by which 
an organization obtains assurance 
that the risks to its information, and 

thereby the operational capabilities 
and integrity of the organization, are 
effectively identified and managed.”

An information governance frame-
work, sometimes described as an in-
formation governance model, defines 
strategies, policies, decision-making 
structures, and accountabilities for 
creation, storage, use, analysis, dis-
tribution, disclosure, retention, dispo-
sition, and protection of information. 

Records management is involved, 
to some degree, with all of those 
information-related activities. Re-
cords management is an important 
component of an information gover-
nance program, but it is not the only 
component. 

Information Governance 
Stakeholders

Information governance is a col-
laborative initiative that requires 
the involvement and expertise of 
multiple stakeholders. Adapting a 
definition presented in ISO/Guide 
73, Risk Management – Vocabulary, 
a stakeholder is a business unit or 
a functional area that is involved 
with or affected by an organization’s 
information assets. 

In addition to records manage-
ment, information governance stake-
holders include, but are not necessar-
ily limited to, information technology, 
information security, risk manage-
ment, legal affairs, compliance, risk 
management, and the individual de-
partments or other organizational 
units that have recorded information 
in their custody or under their super-
visory control.

An information governance frame-
work specifies roles and responsi-

bilities that promote interaction, co-
operation, and consultation among 
the following stakeholders, which are 
widely acknowledged to play key roles 
in defining the strategic direction for 
management of information assets 
in government agencies, companies, 
not-for-profit entities, and other or-
ganizations.

Records Management
Records management develops 

and communicates policies, proce-
dures, and guidelines for lifecycle 
management of an organization’s 
information assets as discussed in 
subsequent chapters. Information 
governance is not synonymous with 
records management, which focuses 
on the day-to-day execution of specific 
operations or activities that involve 
recorded information. These opera-
tions and activities are performed 
within the strategic framework de-
fined by information governance.

Information Technology 
Information technology creates 

and operates the technological in-
frastructure for processing, storage, 
retrieval, and distribution of an or-
ganization’s information assets. It 
optimizes the utilization of techno-
logical resources for cost-effective 
management of information assets, 
provides backup protection and 
disaster recovery capability for re-
corded information, and provides the 
technological expertise and support 
required to implement information 
management policies developed by 
other stakeholders.

Information Security 
Information security deals with 

issues related to confidentiality, data 
protection, and disclosure of an or-
ganization’s information assets. It 
develops and communicates data pro-
tection and privacy policies to prevent 
unauthorized access to recorded infor-
mation, monitors and evaluates situ-
ations or events that may threaten 

Information governance is a 
collaborative initiative that 
requires the involvement and      
expertise of multiple stakeholders.
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information assets, responds to se-
curity breaches that involve recorded 
information, and works with other 
stakeholders to identify information 
assets that require special security 
arrangements.

Risk Management 
Risk management identifies, ana-

lyzes, and quantifies risks that may 
affect, are attributable to, or are oth-
erwise related to creation, storage, 
retrieval, distribution, disclosure, re-
tention, disposition, or protection of 
an organization’s information assets. 
It develops and communicates poli-
cies and procedures to mitigate the 
adverse impact of specific information 
management policies and practices.

Legal
Legal affairs is concerned with 

legal issues and concerns that relate 
to recorded information. It reviews re-
cord retention policies and schedules 
for legal acceptability. It establishes 
and communicates policies related 

to legal proceedings that involve re-
corded information. It provides opin-
ions and advice to other stakeholders 
about legal issues related to recorded 
information.

Compliance
Compliance is concerned with en-

suring that an organization’s practices 
comply with external requirements, 
including laws, regulations, and in-
dustry-specific guidelines that specify 
retention and security requirements 
for recorded information, and with 
the organization’s internal policies 
and directives for creation, storage, 
distribution, retention, disposition, 
and protection of information assets. 
Compliance will investigate suspected 
violations of organizational policies 
and present the findings with recom-
mendations for corrective action.

Business Units
Individual organizational units 

are responsible for day-to-day man-
agement of information in full com-

pliance with applicable policies, pro-
cedures, guidelines, and directives. 
They must identify and dispose of 
recorded information with elapsed 
retention periods, determine access 
privileges and restrictions that apply 
to specific information assets, orga-
nize information assets for retrieval 
when needed, and protect information 
assets from loss, damage, or improper 
disclosure.

In conjunction with the Prin-
ciples, ARMA International has is-
sued an Information Governance 
Maturity Model (Maturity Model) 
that defines and describes five lev-
els of program development – from 
sub-‐standard to transformational 
– for each of the eight principles. 
Organizations can use the Maturity 
Model for program evaluation and 
development, benchmarking, gap 
analysis, and risk assessment. END

William Saffady, Ph.D., FAI, can be con-
tacted at wsaffady@aol.com. See his 
bio on page 47.

mailto:wsaffady@aol.com
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RDA and 
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	 Mary Larsgaard 
Publisher: ALA Editions 
Publication Date: 2015
Length: 152 pages
Price:$62
ISBN: 978-0-8389-1131-0
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A New Cataloging Standard 
for Today’s Varied Resources
Robert Bailey, Ph.D., CRM

Cataloging resources is not 
something every records man-
ager comes across or necessar-

ily needs to know how to do. But I 
found the topic interesting, and this 
book renewed my thoughts about 
the highly developed content stan-
dards for cataloging library resources.

RDA and Cartographic Resourc-
es is about the resource description 
and access (RDA) unified cataloging 
standard, which evolved from the 
Anglo-American Cataloguing Rules 
(AACR2). It was designed for the digi-
tal world and the expanding universe 
of metadata users, is meant to be com-
patible with international principles, 
models, and standards, and poten-
tially solves some of the fundamental 
problems of traditional cartography, 
or the practice of making maps.

The Evolution of RDA
RDA’s evolution began in 1967 

with the AACR, which became the 
AACR2 in 1978. AACR2 was revised 
three times, in 1998, 2002, and 2010. 

RDA emerged from the Interna-

tional Conference on the Principles 
& Future Development of AACR held 
in Toronto in 1997. It was quickly 
realized that a substantial revision of 
AACR2 was required, which encour-
aged the adoption of a new title for 
what had been envisaged as a third 
edition of AACR. 

It was adopted as a standard on 
April 1, 2013, by the U.S. Library 
of Congress (LOC) and the British 
Library, but its implementation was 
delayed during the several months 
LOC catalogers needed for training.

One major difference between 
RDA and its predecessor is that 
AACR2 arranges materials by for-
mat type while RDA arranges them 
according to the International Federa-
tion of Library Associations and In-
stitutions’ “Functional Requirement 
for Bibliographic Records” (FRBR).

According to a book the authors 
cited, From AACR2 to RDA: An Evolu-
tion by Kathy Glennan, RDA provides 
a set of guidelines and instructions 
on recording data to support resource 
discovery and improves the instruc-
tions for non-printed resources. It 
separates rules for recording and 
presenting data elements, helps elimi-
nate redundancy, and incorporates 
rules for authority control. Glennan 
also wrote that RDA functions best 
as an interactive, online tool.

Chapter Highlights
There are several informative 

chapters beginning with Chapter 3 
“Comparing Standards,” Chapter 4 
“Navigating RDA to Describe Car-
tographic Resources Elements, and 
Chapter 5 “Cartographic Resources 
Cataloging.”

The heart of the manual is Chap-

ter 4, which compares the Machine-
Readable Cataloging (MARC) Format 
for Bibliographic Data fields that de-
scribe cartographic resources to the 
RDA guidelines for recording descrip-
tive element information. 

Where RDA is silent on certain 
points, the authors refer to the Library 
of Congress Program for Cooperative 
Cataloging Policy Statements (known 
as LC-PCC PS) and best practices. 
This chapter provides numerous ex-
amples of how RDA procedures are 
different from earlier procedures.

In the last chapter, the authors 
describe the advantages and disad-
vantages of RDA. They point out that 
because relationships are at the cen-
ter of the FRBR model around which 
RDA is structured, it is easier to bring 
together in a meaningful way those 
things related to and within a given 
resource.

One illustration I could identify 
with dealt with the futility of at-
tempting to explain the subtleties of 
the work done at the old reference 
desk to users engaged in searching 
a library’s online system. Although 
that old structure worked well when 
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people used a traditional card catalog, 
very few libraries live in that world 
now. The library’s signature service, 
its catalog, uses rules for cataloging 
that are remnants of a long-departed 
technology: the card catalog. It was 
time to move on. 

Useful Extra Features
The three authors of this book are 

very experienced in cartographic re-
sources and participated heavily in 
the evolution of RDA. Because of their 
education and work experience as spe-
cialist catalogers, they included in 
this publication numerous examples, 
pictures, and sample records about 
managing the materials in their areas 

of responsibility. Again and again, the 
publication correlates what is familiar 
from AACR2 to what is new and dif-
ferent in RDA. 

The book also includes seven ap-
pendixes filled with images, check-
lists, and examples to help readers 
better understand the applications, 
a strong index for cross-references, 
and a few key definitions.  

Recommendation 
It does not matter if readers are 

practicing map catalogers or catalog-
ers new to cartographic resources, 
this guide offers a summary and over-
view of how to catalog cartographic 
resources using the new standard. 

Even the non-expert cataloger will 
be able to understand how to handle 
such topics as: Background to Title 
and Other Statements, Dealing with 
Cartographic Projections, Background 
to Physical Description, and Back-
ground to Content Type.

The RDA and Cartographic Re-
sources publication is a great reference 
for those who need to understand and 
apply this new standard for catalog-
ing all the various types of materials 
and metadata formats in the library 
and records management profession.

Robert Bailey, Ph.D., CRM, can be contacted 
at robertbai@mccarran.com. See his bio 
on page 47.

Designing an Effective 
Corporate Information, 
Knowledge Management, 
and Records Retention 
Compliance Program 
Author: J. Edwin Dietel, J.D. 
Publisher: Thomson Reuters 
Publication Date: 2014
Length: 1,441 pages
Price: $507 or $42 a month for 	
	 the book plus updates
ISBN: 978-0-314-63428-3
Source: thomsonreuters.com

Weighty Tome Is Light on
Comprehensive RM Best Practices
Sheila Taylor, IGP, CRM

Designing an Effective Corpo-
rate Information, Knowledge 
Management, and Records 
Retention Compliance Pro-

gram is the third volume in Thom-
son Reuters’ multi-volume Corporate 
Compliance Series, which is designed 

to help organizations prevent and 
detect possible violations in law in 
such areas as intellectual property, 
securities, and antitrust.  

The intended audience of this vol-
ume is attorneys practicing records 
management (RM) and professional 
corporate records mangers. Specifi-
cally, one of the author’s objectives 
is “to introduce basic records man-
agement fundamentals to those just 
starting in this field or those lawyers 
expanding their practice into this 
area.” 

The Fundamentals
Introductory information is pre-

sented on such topics as:
•• The fundamentals of effective 

corporate RM (e.g., the records 
life cycle concept, the objectives 
of a corporate RM program)

•• How to establish and maintain 
a corporate RM program (e.g., 
developing a records retention 

schedule, marketing and selling 
a records retention compliance 
program)

•• Steps in establishing an effective 
and Sarbanes-Oxley-compliant 
RM program

•• Educating staff about RM (e.g., 
the theory of different learning 

mailto:robertbai@mccarran.com
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styles, implementing a RM hot-
line)

•• Conducting records audits (e.g., 
26 essential “quality” criteria that 
information in corporate records 
should satisfy, how to conduct an 
audit)
Coverage of the fundamental 

topics is not comprehensive. For ex-
ample, the author does not address 
digital preservation in Chapter 7 
“Considerations for Computer Files 
and Electronic Records.” 

Some Misalignment
Some of the author’s recommen-

dations do not align with RM best 
practices; he lumps the development 
of a corporate RM policy in with topics 
such as reports management, storage 
issues, and tickler systems in Chapter 
5 “Other Issues Involving Corporate 
Records,” for example, rather than 
presenting it as an integral element 
in Chapter 3 “Establishing and Main-
taining a Corporate RM Program.” 

Also, the author recommends 
setting minimum retention periods 
and periodically reviewing records at 
the end of those periods to determine 
whether additional retention should 
apply.

It is also curious that the author 
defines a record as “information one 
has recorded in some medium because 
there is a chance of it being needed 
in the future and whose disposition 

is determined by a corporate records 
schedule” and cites Doculabs’ 1998 
definition of the term while making 
no reference to the widely accepted 
definition in the international RM 
standard, ISO 15489-1:2001 Informa-
tion and documentation – Records 
management – Part 1: General. 

The author’s interchangeable 
references to “corporate records 
program” and “corporate retention 
program” also cause some confusion 
since those terms are not synony-
mous. 

Good Leadership Advice
Where this volume succeeds is in 

imparting considerable information 
about leadership to better prepare in-
dividuals to assume a leadership role 
in RM, one of the author’s objectives 
as stated in the Preface: “attorneys 
practicing record [sic] management 
and professional record [sic] manag-
ers need to be significantly more than 
merely cogs in the corporate wheel. 
They need to be effective leaders not 
only in their field, but also in the over-
all corporate organization.”  

The author draws on the works of 
well-known authors such as Stephen 
Covey to address diverse leadership-
related topics such as leadership 
styles (i.e., analytical, driver, ami-
able, and expressive), 16 competen-
cies that distinguish extraordinary 
leaders (e.g., displaying high integrity 

and honesty), how to motivate people, 
the importance of trust, and how to 
develop customer loyalty.    

At 1,441 pages, this is a weighty 
tome (2.5 pounds). Almost 60% of the 
volume is text (10 chapters), while 
the final chapter (620 pages) is a col-
lection of 20 forms and exhibits from 
a variety of sources. I question the 
utility of including materials that 
are freely available on the Internet, 
such as the U.S. National Archives 
and Records Administration’s 213-
page General Records Schedules, and 
quickly outdated materials like the 
279-page results of a 50-state survey 
of records retention requirements for 
selected record types such as insur-
ance and bank operations.  

Not Best Choice for 
RM Practices

Readers – whether lawyers or RM 
practitioners – seeking a more com-
prehensive and “how to” approach to 
RM program development and imple-
mentation would be better served by 
other publications.  However, readers 
seeking a précis of leadership theory 
to help them prepare to lead RM will 
find this volume of interest. Whether 
their RM program budgets can afford 
the $507 purchase price remains to 
be seen. END

Sheila Taylor, IGP, CRM, can be reached at 
staylor@eimc.ca. See her bio on page 47.
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Distracted? You May Have ADT
(No, Not the Home Security System…) 
Beth Mellinger

Driven to Distraction at Work: How 
to Focus and Be More Productive 
by Edward M. Hallowell, M.D., 

introduces the term attention defi-
cit trait (ADT), which he feels people 
in all work places are developing 
due to the constant interruptions, 
distractions, and chaos everyone is 
exposed to daily at work and home. 

Assessing Distractions
In the introduction, Hallowell 

writes that ADT in the workplace is 
caused by one or more of the six most 
common distractions, which he calls 
screen sucking, multitasking, idea 
hopping, worrying, playing the hero, 
and dropping the ball.

At the end of this part, readers are 
prompted to take a free assessment at 
hbr.org/assessments/adt to see which 
distractions are problems for them. I 
found the assessment interesting and 
accurate. Taking this assessment will 
allow readers to identify their areas of 
distraction and use the book to learn 
how to minimize them.

Identifying Six 		
Common Distractions

In Part One, each one of the six 
distractions is examined as a case 
study. The author introduces six “pa-
tients” based on actual patients he 
has treated. Each chapter begins with 
a synopsis of the patient and how the 
distraction affects him or her. 

Hallowell also provides symptoms 
for each distraction that readers can 
use to identify whether the distrac-
tion affects them. An example of 
the symptoms of screen sucking, for            
example, is:

•• If my cell phone is out of reach, 
I feel disconnected.

•• I can waste an hour online and 
not even realize it.

•• I have a lack of discipline 
when it comes to the Internet. 

The next part of the chapter is 
what the author recommends to his 
patient as treatment to overcome the 
distraction. At the end of each chapter 
is a list of 10 tips about what readers 
can do to overcome the distraction 
themselves.

Training Yourself to Focus
In Part Two, the author describes 

five essential ingredients for clearing 
your mind and helping you focus: en-
ergy, emotion, engagement, structure, 
and control. 

To achieve the optimal level of 
these five essentials, the author says 
people need what he calls the six basic 
practices of energy management, or 
the “Sensational 6”: sleep, nutrition, 
exercise, meditation, cognitive stimu-
lation, and positive communication. 
Each of these is described in detail.

The patients from Part One are 
brought back in at this point, and 
readers find out how they were able 

to adapt their behavior and fix their 
work and home lives. Throughout this 
section, there are several references to 
other works by the author’s colleagues 
and to an application the author has 
developed to help readers reach their 
“Sensational 6.”  

Recommendation
When I read the title, I expected 

that this book was going to discuss the 
constant distractions that bombard 
us daily, such as e-mail, meetings, 
and colleague interruptions. Instead, 
this book is more of a self-help/self-
improvement” book or guide to better 
mental health.

I did enjoy reading the book; it 
was a quick and easy read that con-
tained helpful suggestions for me in 
my own workday. Though the book 
does not deal directly with informa-
tion management, it is a good guide 
for organizing work and home lives 
and would be helpful to any profes-
sional. END

 
Beth Mellinger can be contacted at beth.
mellinger@alcosan.org. See her bio on 
page 47.
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